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Stop doing software security
wrong - do it right!
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The three pillars
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The technology must support the processes

supporting the people achieving their goals.
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ligh impact —

Software Compositions checks (and
Tracking)

Statics application security testing
(code and Infrastructure-as-Code)

Dynamic application security testing
(K8s)

Cloud Management Interfaces

Tying it all together!

tlk@development:~/Desktop/source_code/files-defect-dojo$ trivy image ubuntu:lat
est

2024-11-05T10:59:22.864+0100 INFO Detected 0S: ubuntu
2024-11-05T10:59:22.864+0100 INFO Detecting Ubuntu vulnerabilities...
2024-11-05T710:59:22.881+0100 INFO Number of language-specific files: @

ubuntu:latest (ubuntu 22.04)

Total: 109 (UNKNOWN: @, LOW: 53, MEDIUM: 54, HIGH: 2, CRITICAL: 0)

m - .

fotal: 19 (UNKNOWN: @, LOW: 7, MEDIUM: 12, HIGH: @, CRITICAL: @)

Prowler Saa$ and Prowler Open Source are as dynamic and adaptable as the environment they're meant to protect.

Trusted by the leaders in security.

Learn more at prowler.com Vulnerability m Installed Version I

coreutils CVE-2016-2781 9.4-3ubuntu6 - c
ty
3% sock peowter] oot va a1 ovthon 3913103111312  down

281 Mg ]9V 90% CVE-2025-6297 1.22.6ubuntu6.1 1.22.6ubuntu6.5 I
'

https://github.com/prowler-cloud/prowler
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lio Vulnerabilitie Projects at Risk

DefectDojo

D

DOEFECTOOUO
By BEST

Portfolio Vulnerabilities

https://github.com/DefectDojo/django-DefectDojo

https://dependencytrack.org/



Software
Composition
Analysis (SCA)

or

Software Bill of
Material (SBOM)




= tlk@development: ~/demo

. 1k@development : ~/demo$ I

trivy image ubuntu:latest



= tlk@development: ~/demo

-1k@development : ~/demo$

trivy image alpine:latest



= tlk@development: ~/demo

1k@development : ~/demo$ I

trivy image mcr.microsoft.com/dotnet/runtime:8.0



Activities Terminal 60ct 22:00 o

jo,
1]

tik@development: ~/Desktop/source_code/juice-shop

tlk@development:~/Desktop/source_code/juice-shop$ I

cyclonedx-npm
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Activities () Terminal 60ct 22:03 o

tik@development: ~/Desktop/source_code/juice-shop Q

tlk@development:~/Desktop/source_code/juice-shop$ I

semgrep . -- config auto



Activities (2 Terminal 60ct 22:07 e

tik@development: ~/Desktop/source_code/aws-cloudformation-templates/EKS Q

tlk@development:~/Desktop/source_code/aws-cloudformation-templates/EKS$ I

semgrep . -- config auto



Dynamic "Application”
Security Testing




Activities (3 Terminal 60ct 10:31 e

0| tik@development: ~/demo Q = X

tlk@development:~/demo$ I

prowler aws




Kube-Bench

aws [ Q eks

 — 1T

CloudShell

eu-central-1 +

~ $ kubectl apply -f https://raw.githubusercontent.com/aquasecurity/kube-bench/main/job-eks.yaml]]

~ $ kubectl logs kube-bench-2wpd4

[INFO] 2 Control Plane Configuration
[INFO] 2.1 Logging

[WARN] 2.1.1 Enable audit Logs (Automated)

== Remediations controlplane ==
2.1.1 audit test did not run: No tests defined

== Summary controlplane == == Summary total ==
@ checks PASS 12 checks PASS

- 1 checks FAIL
33 checks WARN
@ checks INFO

-~ €
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Tying all toghether
E]E F ECTDO._]O Platform ~ Pricing ~ Open-Source ~ Resources ~ Company ~ Login (& Book a Demo E

CJ Platform
HEFECTDOJO

Vulnerability
o 20 30 5 4 &
Management that

View Products [+] View Engogements (] View Findings Q View Fin
Works " 0 2 245
Accepted In Last 7 Days é\ Failing Products 4 Approaching SLA Viclation E
View Findings Q View Products Q View Findings o View Fin
Give your security team superpowers.
Transform security into a business enabler, O 64 'm 294 = 143 0

Active High Findings Active Madium Findings Active Low Findings
saving time and money while preventing View Findings ©  ViewFindings ©  ViewFindings ©  Viewpr
pOte ntlal'l'y devaStatl ng breac hes' Historical Finding Severity H Reported Finding Severity
B Citical [l High Medium [l Low [ nic

Get Started >

Total: 3.98k

https://defectdojo.com/
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