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Aug. 2016

Shadow Brokers claim to 
have hacked the 

Equation Group, a group 
linked to the NSA’s 

Tailored Access Group, 
and began auctioning off 

stolen hacking tools 
online

March 2017

Microsoft is informed of 
the vulnerabilities and 

patches them

14 Apr. 2017

Shadow Brokers release 
the EternalBlue and 

DoublePulsar exploits

12 May 2017

WannaCry ransomware attack 
begins using the EternalBlue 

exploit, infecting over 300,000 
computers in 150 countries. 

The consequence could have been 
even worse if Marcus Hutchins
had not found it’s Kill Switch

North Korea is expected to be 
behind the attack

27 June 2017

NotPetya cyberattack occurs using the 
same EternalBlue exploit, infecting 
thousands of computers across the 
globe, including the shipping giant 

Maersk

The Russian government (Sandworm 
hacking group within the GRU Russian 

military intelligence organization) is 
expected to by behind the attack which 

started as an attack on the software 
update mechanism of M.E.Doc — a 
Ukrainian tax preparation program

https://en.wikipedia.org/wiki/The_Shadow_Brokers

https://en.wikipedia.org/wiki/WannaCry_ransomware_attack

https://en.wikipedia.org/wiki/Petya_(malware_family)

https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-code-crashed-the-world/



https://github.com/OWASP/wstg/releases/download/v4.2/wstg-v4.2.pdf
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Verizon Data Breach Investigation Report, 2024 4



https://zerodium.com/program.html
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6https://www.exploit-db.com/ and https://www.cvedetails.com/
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https://search.censys.io/search?resource=hosts&q=ft.fo
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https://www.shodan.io/search?query=ft.fo

https://crt.sh/?q=ft.fo

Try this: https://www.shodan.io/search?query=has_screenshot%3Atrue+encrypted+attention



Demo
Behind the scenes

Eternalblue and Doublepulsar and 
Armitage

I am never going to give you up!
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Demo

Armitage –  Hacking l ike you do 
not know what you are doing!

It is not going to get easier!
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Thought 
Experiment

Hacking l ike you do not know 
what you are doing (and really 
you do not) 

…. Okay, it may actually be even 
easier…. 
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https://www.kali.org/docs/cloud/

https://aws.amazon.com/marketplace/pp/prodview-fznsw3f7mq7to

https://azuremarketplace.microsoft.com/en-us/marketplace/apps/kali-linux.kali
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