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HACKING IS AN 
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Hacking is an industry
and it is targeting you!
because it is easy!
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New security issues each day…

55

http://www.nytimes.com/2014/08/06/business/target-puts-data-breach-costs-at-148-million.html

http://www.cnet.com/news/lenovo-hit-by-lawsuit-over-superfish-adware/

http://www.theregister.co.uk/2011/07/27/rsa_security_breach/

http://theweek.com/5things/537729/massive-data-breach-health-insurer-anthem-could-affect-80-million-people

http://www.huffingtonpost.com/2011/06/08/sony-hack-problems_n_873443.html

http://www.bbc.com/news/technology-26971363

http://www.ibtimes.co.uk/forbes-com-hacked-by-syrian-electronic-army-because-hate-syria-1436415

http://www.usatoday.com/story/tech/2014/10/02/jp-morgan-security-breach/16590689/

https://www.cnet.com/how-to/ccleaner-was-hacked-heres-what-to-do-next/



Mærsk
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Source: https://www.dr.dk/nyheder/penge/hackerangreb-koster-maersk-milliardbeloeb



Not even just one attack per day!
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Source: http://www.hackmageddon.com/2018/01/17/2017-cyber-attacks-statistics/



Numbers!
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Source: Symantec 2017 Internet Security Threat Report



More numbers!
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Source: Symantec 2017 Internet Security Threat Report



Crime-As-A-Service

10Sources: http://www.forbes.com/sites/ciocentral/2013/02/01/why-cybercrime-remains-big-business-and-how-to-stop-it/



Bring a company offline?
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Source: https://www.youtube.com/watch?v=vn-lU3Zu3dw



Renting hacker services…

Sources: http://nakedsecurity.sophos.com/exploring-the-blackhole-exploit-kit-3/



…an emerging trend with traditional organized 
crime syndicates and criminally minded 
technology professionals working together and 
pooling their resources and expertise…

Sources: http://www.interpol.int/Crime-areas/Cybercrime/Cybercrime



Organization of the IT criminals…

Sources: ”The Cyber-crime black market uncovered” by Panda Security Sources: http://krebsonsecurity.com/2012/08/inside-a-reveton-ransomware-operation/



Multi layered attack

Sources: http://www.symantec.com/theme.jsp?themeid=apt-infographic-1



Sequence of events

Sources: Verizon, 2013 Data Breach Investigations Report



Discoveried by…

Sources: Verizon, 2013 Data Breach Investigations Report



And than there is:

state-sponsored cyber attack,
cyber-terrorism, 
cyber-espionage, 
cyber-warfare!

Source: http://www.deloitte.co.uk/ers/cyber/companies.htm



Hacking is an industry
and it is targeting you!
because it is easy!
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378 millions victims per year or

Sources: ”2013 Norton Cybercrime Report”



378 millions victims per year or
1+ millions per day or

Sources: ”2013 Norton Cybercrime Report”



378 millions victims per year or
1+ millions per day or
12 victims per second

Sources: ”2013 Norton Cybercrime Report”
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THE ODDS OF

1. Being Struck By Lightning 576,000 to 1

2. Dating A Supermodel 88,000 to 1

3. Getting A Hole In One 5,000 to 1

4. Having Your Identity Stolen 200 to 1

5. Losing Your Cell Phone 15 to 1



Odds of being individually 
hacked in the next twelve 
months:

4 to 1
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FBI Director Robert Mueller

Sources: http://www.foxnews.com/tech/2012/03/02/cyber-threats-will-become-top-worry-fbi-director-says/

“There are only two types of 
companies: Those that have been 
hacked, and those that will be.”



And it is really real!
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Really real…
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Life of a vulnerability

29
Kilde: https://www.owasp.org/index.php/Testing_Guide_Introduction



Hacking is an industry
and it is targeting you!
because it is easy!
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Security is hard … even for us!

Sources: https://twitter.com/LukasStefanko/status/909753129478082565



The fake Rasmus Seebach … 

33Source : https://www.mx.dk/nyheder/danmark/story/13307249



How many Rasmus Seebach are there?

34Billedkilde: www.pipl.com



Phishing

35Source : http://www.it-blogger.dk/post-nord-virus-rammer-danmark/, http://skat.dk/SKAT.aspx?oId=68747 og https://www.nets.eu/dk-da/digital-sikkerhed/Pages/Phishing.aspx



An attack is low risk and high ROI

Sources: ”Russian Underground 101” by Trend Micro and ”The Cyber-crime black market uncovered” by Panda Security

Dedicated server (powerful servers) 0.50 – 1  (10 – 20)

1000 downloads in EU 80

Programming Services ? (100 – 250)

1 day DDoS 30 – 70

Cheap email spamming 10 per 1,000,000 emails

Email spamming, custom database 50 – 500 per 50,000 to 1,000,000 emails

SMS spamming 3 – 150 per 100 – 10,000 SMS

1 hour call flooding 2 – 5

Bots 200 for 2,000 bots

Copy of scanned EU passport 5

Windows 7 Ultimate license 7

Fake website 5 – 20

Credit card details 2 – 90 (add 190 for physical card)

Bank Credentials (with guaranty) 80 – 700

Purchase and forward of products 30 – 300



Return of investment

37

Fake web site $20

1,000,000 spam emails $10

5 Servers to host site $70

$100

Break-even at 0.005% (or 50) people 
entering credit card details



Stay Safe
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Spotting wrong behavior

01
If an offer or email is too good to be true, it 
probably is!

02
If something requires you to do an 
immediate actions or something bad would 
happen, it may be a trick

03
Even if the sender appears to legit, it does
not have to be the case. If an email is from a 
friend, give him or her a phone call to verify

04
If you receive a link that seems legit, consider 
entering it manually instead of clicking it.

05
If you did not expect the attachment, do not 
open it or call the sender to ask what it is 
about

06

39

It is too good to be true…

Immediate actions

Check the sender 

Do not click links

Do no open attachment

Be skeptical!



Enabling value through it 
security

40



Hacking

Source: http://www.youtube.com

What it is not!



Penetration 
Testing or legal 
hacking

Source: http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-115.pdf

Exploiting the holes 
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