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Timeslot  [Topic / Agenda
13:00 - 13:30 Welcome to the “Kick Off” event

e BVl CYO0 VB What is happing right now and why is it different?!

You open a newspaper and read about a new breach or compromise. Maybe you even got notified
that your data has been a breach!

But what is going on, and why did we get here?

RO LB Break / Coffee and Cake / Network
1R O (SH LB The way in — for it-criminals!

Most attacks start with either a social engineering attack or the exploit of a known software
vulnerability, but most people have not seen how easy this is! — Let me show youl!

16:45-17:00 Short Break

1A [V YV E I Where do we go from here?

What can we do to improve security both privately and at OK and how do we improve the security of
the software we create?

1 AR EH VB \Wrap-up and closing word from OK leadership

_Dinner and Drinks
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The Past

“Shall we play a game?”



et imes make mistakes,

0. SHALL WE PLAY R GRME?




THEIR CRIME IS CURIOSITY
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BSOT UP OR SHUT UP!

OM LINE - THIS FALL

Wikipedia (https://en.wikipedia.org/wiki/WarGames, https://en.wikipedia.org/wiki/The_Net_(1995_film), https://en.wikipedia.org/wiki/Hackers_(film),
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Steal rerrglhing

and https://en.wikipedia.org/wiki/Swordfish_(film)

Is & a game, or Is it recl?
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NCIS ridiculous hacking scene: one keyboard, two typists HD : o »
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https://www.youtube.com/watch?v=kl6rsi7BEtk ‘



Mitnick served five years in prison—four and a half years pre-trial and eight months in solitary confinement—because, according to Mitnick, law enforcement officials
w [23]

7

convinced a judge that he had the ability to "start a nuclear war by whistling into a pay phone meaning that law enforcement told the judge that he could somehow
dial into the NORAD modem via a payphone from prison and communicate with the modem by whistling to launch nuclear missiles ** In addition, a number of media

outlets reported on the unavailability of Kosher meals at the prison where he was incarcerated.®®

Wikipedia (https://en.wikipedia.org/wiki/Kevin_Mitnick) and https://twitter.com/kevinmitnick
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Target Puts Data Breach Costs at $148 Million,

and Forecasts Profit Drop

By RACHEL ABRAMS AUCG. 5, 2014

10 April 2014 Last updated at 16:04 GMT K |

Heartbleed bug creates confusion online
By Mark Ward

Technology correspondent, BBC News

http://www.bbc.com/news/technology-26971363

http://www.nytimes.com/2014/08/06/business/target-puts-data-breach-costs-at-148-million.html

Massive data breach at health insurer Anthem could
affect 80 million people

http://theweek.com/5things/537729/massive-data-breach-health-insurer-anthem-could-affect-80-million-people

ﬁ Amy Lee o cuconeson 10 W
Why Does Sony Keep Getting Hacked?

Lenovo hit by lawsuit
over Superfish adware

Consumers and attorneys are already looking to the legal
system for recourse following revelations that Lenovo installed
potentially dangerous software on its PCs.

by Lance Whitney W @lancewhit / February 24, 2015 9:29 AM PST

http://www.huffingtonpost.com/2011/06/08/sony-hack-problems_n_873443.html

Forbes.com Hacked by Syrian Electronic Army Because of
"Hate for Syria"

(-\ David Gilbert
L

| f a2 |wes]s]

http://www.cnet.com/news/lenovo-hit-by-lawsuit-over-superfish-adware/

\g February 14, 2014 10:20 GMT

http://www.ibtimes.co.uk/forbes-com-hacked-by-syrian-electronic-army-because-hate-syria-1436415

JP Morgan reveals data breach affected 76 million
households

ﬁ Elizabeth Weise, USATODAY

http://www.usatoday.com/story/tech/2014/10/02/jp-morgan-security-breach /16590689 /

SecurlD breach cost RSA $66m

In 2nd quarter alone

27 Jul 2011 at 17:17, Dan Goodin o 181 ‘

http://www.theregister.co.uk/2011/07/27/rsa_security_breach/

CCleaner hack affects 2.27
million computers -- here's
what to do

https://www.cnet.com/how-to/ccleaner-was-hacked-heres-what-to-do-next/
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Cambridge Centre for Risk Studies
Cambridge Risk Framework

Cyber Risk Framework for Critical Infrastructure Threat Scenario

INTEGRATED
INFRASTRUCTURE:

CYBER RESILIENCY
IN SOCIETY

S\ [/G

Mapping the Consequences of an
Interconnected Digital Economy

M L]

R . Key findings

This is a regional power supply catastrophe that affects between 9 million and 13 million electricity customers depending on the scenario
variant.

Its knock-on effects include disruption to transportation, digital communications, and water services for 8 to 13 million people.

The sector most affected by the outage while it is occurring is Financial Services, which loses an estimated £1.3 billion during the period of the
outage, in the baseline scenario.

The secondary economic impacts remain for some time after the initial disaster as confidence continues to wane, perishable products are no
longer fit for sale, businesses suffer, international relations are damaged and supply chains take considerable time to recover.

The economic losses to sectors are in the range of £11.6 billion to £85.5 billion in the different variants of the scenario.

The overall GDP impact of the attack amounts to a loss between £49 billion to £442 billion across the entire UK economy in the five years
following the outage, when compared against baseline estimates for economic growth.

Source: https://www.jbs.cam.ac.uk/faculty-research/centres/centre-for-risk-studies/publications/space-and-technology/integrated-infrastructure-cyber-resiliency-in-society/



Security Notes from All Over: Coca-Cola and the NSA

Coca-Cola has a new contest. Hidden inside 100 cans of Coke there's a SIM card, GPS transmitter,
and a microphone. The winners activate the Coke can by pressing a button, which will call a central
monitoring facility. Then Coke tracks the winners down using the GPS transmitter and surprises them
with their prize.

NSA engineers drink Coke. Lots and lots of Coke. The possibility that an active microphone in a Coke
can could be in one of the NSA's highly secure facilities is worth considering. A reasonable threat
analysis might look like this: "You know, the chances that one of these 100 cans out of hundreds of
millions of cans ends up in our building is extremely small -- somewhere around 1 in 100,000 -- so if's
not worth worrying about.”

But the NSA's Information Staff Security Office) decreed differently: "It is important that ALL cans of
Coca-Cola within our spaces be inspected. This includes cans already in our buildings and those
being delivered on a daily basis. If you discover one of these cans, DO NOT activate it. Instead, you
should alert your ISSO immediately and report the incident."

Source: https://www.schneier.com/crypto-gram/archives/2004/0715.htm|#8

e
/

Support The Guardian sesrchlobs (6 signin S

Available for everyone, funded by readers
News Opinion Sport Culture Lifestyle

World » Europe US Americas Asia Australia Middle East Africa Inequality Cities Global development
GPS © This article is more than 1year old

Fitness tracking app Strava gives away
location of secret US army bases

Data about exercise routes shared online by soldiers can be used to
pinpoint overseas facilities

Latest: Strava suggests military users ‘opt out’ of heatmap as row
deepens

Source: https://www.theguardian.com/world/2018/jan/28/fitness-tracking-app-gives-away-location-of-secret-us-army-bases



= @ MARKETS BUSINESS INVESTING TECH POLITICS CNBC TV

cCNBC

gry he wanted to double Boris Johnson pushes Britain to brink of Hong Kong'’s leader will reportedly
Dre... an election: Here's what... announce withdrawal of bill...

CYBERSECURITY

Chinese spy chips are found in hardware used
by Apple, Amazon, Bloomberg says; Apple,
AWS say no way

PUBLISHED THU, OCT 4 2018 . 6:15 AM EDT | UPDATED FRI, OCT 5 2018 . 7:36 PM EDT

Kate Fazzini
@KATEFAZZINI svare £ W in N eee

Source: https://www.cnbc.com/2018/10/04/chinese-spy-chips-are-said-to-be-found-in-hardware-used-by-apple-amazon-apple-denies-the-bloomberg-businessweek-report.html



NSA HACKER CHIEF EXPLAINS HOW TO KEEP HIM OUT OF YOUR

F9] KiM ZETTER

the NSA, credentials are king for gaining access to systems.
1+ was The talkmost anticipatec NOT the login credentials of your organization’s VIPs, but the
f}f:t“gfﬂi?gtfggga;‘;ﬁf;z credentials of network administrators and others with high

levels of network access and privileges that can open the
kingdom to intruders. Per the words of a recently leaked
NSA document, the NSA hunts sysadmins.

The NSA is also keen to find any hardcoded passwords in
software or passwords that are transmitted in the
clear—especially by old, legacy protocols—that can help
them move laterally through a network once inside.

https://www.wired.com/2016/01/nsa-hacker-chief-explains-how-to-keep-him-out-of-your-system/

15
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§%§§§ NYHEDER OPINION BUSINESS

INTERMNATIONALT

FE-chefen: Rusland vil hacke vores
forvaltning og Kina vores
virksomheder

SSSSSS . https://www.berlingske.dk/internationalt/fe-chefen-rusland-vil-hacke-vores-forvaltning-og-kina-vores-virksomheder

LOGIND celler K@B ABONMNEMENT

AOK =
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LIVE  SENDEPLAN x

27.10.20 (55 minute

2 TORVIBRUGE VORES
FRONTLINJEN | ve ‘ CYBERKAPACITETER?

TIRSDAGE FRA T-12

Hver dag deltager danske mand og kvinder aktivt i missioner i uropraegede 4 .7 ! > LYt med Podcastside
omrader udenfor landets graenser, og samtidig Igser Forsvaret 2 y * i ’ ' 4
samfundskritiske opgaver til lands, til vands og i luften herhjemme. Bag enhver - »

F S

operation ligger bade taktik, politik og masser af isenkram. Journalist og
tidligere reserveofficer Peter Ernstved Rasmusen tager dig med hele vejen fra
den yderste militerpost og ind i de politiske baglokaler-

Beskrivelse

ﬁ“i PETER ERNSTVED RASMUSEN

| sidste uge blev seks navngivne russiske militaere efterretningsagenter tiltalt i USA for at have
begdet omfattende hacking og angrebet virksomheder, internationale organisationer,
valgkampagner og partier, fremmede regeringer og de olympiske vinterlege i Sydkorea. Men er
det kun vores fjender, der laver dristige offensive cyberoperationer? Skal vi i Danmark bruge
vores offensive kapacitet? Og hvordan integrerer man cybervaben i konventionelle styrker?
Frontlinjen tager debatten med Jeppe Teglskov Jacobsen, adjunkt ved Forsvarsakademiet og
forsker i offensive cyberoperationer, John Foley, der var med til at opbygge Center for
Cybersikkerhed under Forsvarets Efterretningstjeneste, og Naser Khader (K), formand for
Forsvarsudvalget. Undervejs kommer der indspark fra haerchefen Michael Lollesgaard og de
cybervaernepligtige pa Ryes Kaserne i Fredericia.

& Kopier link §  Delpa facebook N Del pé twitter

Naser Khader (K), formand for Forsvarsudvalget
"Vi kan meget mere end vi bgr ggre. For eksempelvis sa kan vi ga ind og slukke for el og vand i Moskva i et dggn..."

Peter Ernstved Rasmusen (Veerten)
"Kan vi det?..."

Naser Khadar
"Nu er jeg ikke ekspert, men jeg tror at vi er i stand til at ggre det..." \

https://www.radio4.dk/program/frontlinjen/?id=tr-vi-bruge-vores-cyberkapaciteter_ep_27_10_20 (cirka 10:25 min inde) og https://www.ft.dk/medlemmer/mf/n/naser-khader 17


https://www.radio4.dk/program/frontlinjen/?id=tr-vi-bruge-vores-cyberkapaciteter_ep_27_10_20&time=620

Erhverv

(C® Mine nyheder FINANS Seg Q. = PENGE

A TEMA HACKERANGREB B s7ammkier

NYHEDER DR ©

Hackernes cybertogt kan fa flere ISS ramt af Hackerangreb koster Maersk
virksomheder til at gi konkurs hackerangreb: Formalet milliardbelgb

3! iske k 1} er en af virl hedernes

- Mzersk anslar, at hackerangrebet fra juni og juli vil koste selskabet
sterste fryetved hackerdozreli. var a f p resnin g 1,3til1,9 milliarder kroner.

ERHVERV | 17.07.2017 KL. 06:17

Store

Hackergruppe angreb servicegiganten ISS for at fa lesepenge.

-_— Alt tyder pa russiske bagmaend, vurderer ekspert.
- =1 ¥ — -
- B R el

55 pet. af de adspurgte virksomheder mener, at

https://www.dr.dk/nyheder/penge/hackerangreb-koster-maersk-milliardbeloeb

egkonomiske omkostninger vil vaere det sterste problem ved : { b5 \f BN 3
https://www.dr.dk/nyheder/penge/iss-ramt-af-hackerangreb-formaalet-var-afpresning VERS °N2 Nfv@

ITNYHEDER BLOGS DEBAT IT-JOB SEKTIONER - MERE

et hackerangreb, og hver anden svarer samtidig, at et

hackerangreb kan betvde, at virksomheden gar konkurs. |

DR Nyheder ¥ TV Radio A Privetivepcindc: KONTAKT DR -S06 FA DRDK Norsk Hydro ramt af stort hackerangreb:

SENESTENYT INDLAND UDLAND PENGE POLITIK REGIONALT VEJRET Anlag Star Stlllle - forbUd mOd brug af
— netvaerk og pc'er

https://finans.dk/erhverv/ECE9722058/hackernes-cybertogt-kan-faa-flere-virksomheder-til-at-gaa-konkurs/

VERSION2

NYHEDER BLOGS DEBAT JOB SEKTIONER v MERE = IT-TALENT INFOSECURITY = TIP Hackerang reb koster
Danmarks stgrste nyhedsbureau lagt ned danSk Virksomhed over TSR LU
af hackerangreb en halv milliard oG fViRATr

Hackerangrebet beted, at hereapparatvirksomheden Demant
ikke kunne distribuere produkter, og det har kostet salg.

Det store norske udsat for et eb-
selskabets side er nede.

019-1030

00000GD

som pavirker selskabets drift pa flere

https://www.version2.dk/artikel/norsk-hydro-ramt-stort-hackerangreb-anlaeg-staar-stille-forbud-mod-brug-netvaerk-pcer

https://www.version2.dk/artikel/danmarks-stoerste-nyhedsbureau-lagt-ned-hackerangreb-1091672

https://www.dr.dk/nyheder/penge/hackerangreb-koster-dansk-virksomhed-over-en-halv-milliard
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Compromise
Exfiltration
Discovery
Containment

Figure 41: Timespan of events
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Sources: Verizon, 2013 Data Breach Investigations Report
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Figure 44: Discovery methods

Unrelated party (Ext] 52%
Fraud detection (Ext)
Customer (Ext)

Law enforcement (Ext)

Actor disclosure (Ext)

35%

Unknown

Reported by user (Int)
Financial audit (Int)
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Log review (Int)

Fraud detection (Int)
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Incident response (Int)
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Sources: Verizon, 2013 Data Breach Investigations Report
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Instagram
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Instagram
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Instagram

insﬁnm Communication 1 8. 4 8 2 &
g reci3
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8 2

Contains ads
© This app is compatible with your device

Installed

% Translate the description into English using Google Translate? Translate

Instagram is a simple way to capture and share the world’s moments. Follow your friends and family
to see what they're up to, and discover accounts from all over the world that are sharing things you
love. Join the community of over 500 million people and express yourself by sharing all the moments
of your day——the highlights and everything in between, too.

Sources: https://twitter.com/LukasStefanko/status/909753129478082565

Instagram © Editors' Chaice
Inmﬂm Social *hhhy 54023710 &

& Parental guidance

Contains ads
© This app is compatible with your device

ety e

iencee
'

Wiy
ses

Instagram is a simple way to capture and share the world’s moments. Follow your friends and family
to see what they're up to, and discover accounts from all over the world that are sharing things you
love. Join the community of over 500 million people and express yourself by sharing all the moments
of your day—-the highlights and everything in between, too.



https://www.mx.dk/nyheder/danmark/story/13307249

Emma Larsen
Rasmus Seebach

Emma Larsen

Rasmus Seebach
Emma Larsen
Rasmus Seebach

Emma Larsen

Rasmus Seebach
Emma Larsen
Rasmus Seebach

Emma Larsen
Rasmus Seebach
Emma Larsen
Rasmus Seebach
Emma Larsen
Rasmus Seebach
Emma Larsen
Rasmus Seebach

Emma Larsen
Rasmus Seebach

Emma Larsen

Rasmus Seebach har udvekslet kontaktoplysninger med Emma Larsen.

er du rasmus seebach? &)
jada

hol da op hvor vilt
jeg elsker dig!

og din musik

=

hva laver du

ser tv

gider du ikke snakke
?

hvad
hvaserduitv

er du forelsker

d!:tvet:ljeq;itke..m!:i‘ke@|
| mig

det tror jeg

som hvad

som hvad?

vil du kys mig

det ved jeg ikke.. tror jeq mpske
m3 jeg kys dig

.. mdske.. &)

hvor

min kind

1, Opkald fra Rasmus Seebach

2.

2148
21:48
21:49
21:50
21:50
21:50
21:50
21:51
21:51
21:51
21:51
21:52

21:52

21:53
21:53
21:54
21:54
21:54
21:55
21:55

21:56

21:56
21:56

21:57

21:58

23



Rasmus Seebach

36 years old
SPONSORED:
Vital Records Social Profile Username Report
& ASSOCIATED WITH: Ditte Marie Lund , Ida Marie Steensborg , Flemming Daniel Frederiksen ,

www.pipl.com

Ulla Rostgaard Poulsen, Frederik Lassen Hesseldahl, Nina Maglehaj Skjedt,
Steffen Rise Andersen , Mette Hestehave Hansen , Jette Gildner Knudsen,
Kamilla Juel Serensen, 6 more »

Rasmus Seebach, rasmus.seebach, rasmus.seebach.9 - Svenstrup & ...
facebook.com/people/_/546092605

E3 Personal web Profile - Facebook

Rasmus Seebach, 36 years old
en.wikipedia.org/wiki/Rasmus_Seebach

W The Free Encyclopedia - Wikipedia

Rasmus Seebach, Kristian Klinge (krillerone)

** DOnline Photo Album - Flickr

-

RAa3iiiua gccowauil, 1adliiul.occwacl .o
facebook.com/peoples_f100003858655822

Ed Personal Web Profile - Facebook

Rasmus Seebach, rasmus.seebach.75
facebook.com/people/_f100003157308966

Ed Personal Web Profile - Facebook

Rasmus Seebach, rasmus.seebach.7
facebook.com/people/_f100003795573810

Ed Personal Web Profile - Facebook

Rasmus Seebach, rasmus.seebach.1238
facebook.com/people/_f100003522528600

Ed Personal web Profile - Facebook

Rasmus Seebach, rasmus.seebach.12
facebook.com/peopled_f100001115043646

Ed Personal Web Profile - Facebook

Rasmus Seebach, rasmus.seebach.750
facebook.com/people/_f100004124554813

Ed Personal Web Profile - Facebook

Rasmus Seebach Seebach
facebook.com/peopled_f100000640895528

Ed Personal web Profile - Facebook
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Fra: Info Nets <noreply@nets.com>
Dato: 8. marts 2017 k1. 10.07.57 CET

Til:
Emne: Adgang Til Dine Konto

Keere kunder Nets,
Det ser ud til, at en anden bruger din konto.

For din sikkerhed, har vi blokeret din konto
Vi har brug for nogle oplysninger for at Ise dette problem

= Klik her https://www.nets.eu/dk-da/I%C3%B8sninger/dankort/022136¢

@ Nets i Danmark (HQ)-kontoteamet

Du har uforleste pakken

Fra: Skat.dk <skat@skat.dk>

Dato: 1. okt. 2013 12.00

Emne: ID:38933 - tilbagebetaling af skat - DKK 6940,00
Til: XXX

&
SKAT

Kaere skatteyder,

Vores registreringer viser, at du er kvalificeret til en tilbagebetaling af skat af:
DKK 6940,00

For at fa adgang til din skat tilbagebetaling, klik venligst her.

Udfyld venligst formularen indtil d. 02-10-2013.
Den hurtigste og nemmeste made at modtage din tilbagebetaling pa er ved direkte inc

Vi har modtaget din pakke CT5389919582DK pi 2015/09/21. Courier var ude af stand til at levere ~ CeCK/OPsparingskonto.

denne pakke tal di
s Vores hovedkontor adresse kan findes pa vores hjemmeside pa

Fa oz udskrive forsendelsesetiketten, og vise det pa det nzrmeste posthus for at £3 din pakke. http://www.skat.dk

Copyright © 2013 Skat.dk. Alle Rettigheder Forbeholdes.

Hvis pakken ikke er modtaget inden 20 arbejdsdage PostNord AB vil vaere berettiget til at kraeve
kompensation fra dig - 55 kroner for hver dag 1 at holde. Du kan finde oplvsninger om fremgangsmaden
ved og betingelserne af pakken holde 1 det nasrmeste kontor.

Dette er en antomatisk genereret meddelelse, Klik her for at afmelde

http://www.it-blogger.dk/post-nord-virus-rammer-danmark/, http://skat.dk/SKAT.aspx?0ld=68747 og https://www.nets.eu/dk-da/digital-sikkerhed/Pages/Phishing.aspx



Brugernavn og passwords

Hvis du er blevet hacket, kan IT-kriminelle installere
programmer pa din computer, der opfanger alt, hvad du
taster inklusiv dine brugernavne og passwords. Den
information bruges til at logge pa dine online-konti sa som:

Dine bankkonti, hvorfra de kan stjeele eller overfgre
dine penge.

Din iCloud, Google Drev eller Dropbox konto hvilket
kan give adgang til dine falsomme data.

Dine konti til online indkeb, s& kan de handle i dit navn
og for dine penge.

Hoste informationer fra
din e-mail
Hvis du er blevet hacket, har IT-kriminelle adgang til din

e-mail og kan finde information de kan szelge. Det kan
eksempelvis veere:

® Alle navne, e-mailadresser og telefonnumre fra din
kontaktliste/telefonbog.
@ Alle dine personlige e-mails og arbejds e-mail.

Virtuelle varer

Hvis du er blevet hacket, kan IT-kriminelle kopiere og
stjeele alle dine virtuelle varer og szelge dem til andre. Det
drejer sig om:

® Dine karakterer, varer og valuta i online spil.
® Alle licenser til software, operativsystemer og spil.

Botnet

Hvis du er blevet hacket, kan din computer blive forbundet
til et netveerk af hackede computere, der bliver kontrolleret
af den IT-kriminelle. Dette netvaerk kaldes et Botnet og
kan blive brugt il at:

@ - Sende spam til millioner personer.
® _Overbelaste andres systemer og fa dem til at ga ned.

Du ved det maske ikke, men du er et mal for
IT-kriminelle. Din computer, dine mobile enheder,
dine (online) konti og dine informationer har en
meget hgj veerdi. Denne plakat saetter fokus pa,
hvordan IT-kriminelle kan tiene penge pa athacke
dig. Heldigvis kan du beskytte dig og din familie
ved atfglge nogle simple rad. Hvis du vil vide mere
kan du abonnere pa det manedlige nyhedsbrev
om IT-sikkerhed fra OUCH!

www/ securingthehumanrorg/ouch

Identitetstyveri

Hvis du er blevet hacket, kan IT-kriminelle benytte din
online profil til at bega svindel eller szelge din identitet
til tredjepart. Det kan veere:

® Din Facebook, Twitter eller LinkedIn konto.
@ Din e-mail konto.
@ Din Skype konto.

Web Server

Hvis du er blevet hacket, kan IT-kriminelle benytte din
computer som server til:

® At forsgge at stjiaele andres brugernavne og
passwords.

® Programmer, der hacker andre computere.

® Distribution af b@rneporno, piratkopier af film og
stidlet musik.

Okonomisk

Hvis du er blevet hacket, kan IT-kriminelle lede efter
veerdifuld information i dit system sa som:

@ Information om dine kreditkort.
® . Dine skatteoplysninger.
@ Dine investeringer og pension.

Afpresning

Hvis du er blevet hacket, kan IT-kriminelle overtage din
computer og kreeve penge. Dette kan de gere ved at:

® Tage billede med dit indbyggede kamera og
kreeve penge for at destruere det eller for ikke at
offentliggare det.
Kryptere al data pa din computer og krseve penge
for at dekryptere det.
True med at offentliggare hvilke hjemmesider
du har besagt.

Denne plakat er baseret pa arbejde udfert af Brian Krebs.
Du kan lzere mere om IT-kriminalitet ved at falge hans blog
http:/krebsonsecurity.com

© SANS Institute - You are free to print, distribute and post as many copies of this poster as you like; the only limitation is you cannot modify or sell it. For digital copies of this and other security awareness posters, visit www.securingthehuman.org/resources/posters

Source: http://securingthehuman.sans.org/media/resources/STH-Poster-YouAreATarget-Danish.zip




Statistics from Denmark (and in Danish)

1 Cyber-angreb er den stgrste risiko for virksomheder i Europa
og medfgrer store gkonomiske tab og potentielt konkurser

44% af de danske borgere har veere udsat for: 73% af danske virksomheder er blevet
Infektion med skadelig software, misbrug angrebet — eller forsggt angrebet!
af fortrolige oplysninger, gkonomisk tab
og tab af data

20 gye sarbarheder bliver offentliggjort om 1/4 million angreb fra internettet hver dag!
agen

2 minutter tager det, f@r en ny enhed pa
Internettet bliver ramt

https://www.danskerhverv.dk/siteassets/mediafolder/downloads/analysenotater-2017/66-cybersikkerhed.pdf,
https://digst.dk/media/18755/danskernes_informationssikkerhed_december_2018_191218.pdf,
https://www.weforum.org/reports/regional-risks-for-doing-business,
https://www.symantec.com/content/dam/symantec/docs/reports/istr-22-2017-en.pdf
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An attack is low risk and high ROI

Dedicated server (powerful servers)
1000 downloads in EU

Programming Services

1 day DDoS

Cheap email spamming

Email spamming, custom database

SMS spamming

1 hour call flooding
Bots
Copy of scanned EU passport

Windows 7 Ultimate license

Fake website
Credit card details
Bank Credentials (with guaranty)

Purchase and forward of products

0.50-1 (10-20)

80

? (100 - 250)

30-70

10 per 1,000,000 emails

50 - 500 per 50,000 to 1,000,000 emails
3 -150 per 100 — 10,000 SMS

2-5

200 for 2,000 bots

5

5-20
2 — 90 (add 190 for physical card)
80 —-700

30-300

Fake web site $20

1,000,000 spam emails $10

5 Servers to host site $70
$100

Break-even at 0.005% (or 50)
people entering credit card details

"Russian Underground 101" by Trend Micro and "The Cyber-crime black market uncovered” by Panda Security 28



Up to
$1,000,000

Up to
$500,000

Up to
$250,000

Up to
$200,000

Up to
$100,000

Up to
$80,000

Up to
$50,000

Up to
$10,000

£001 N

VM ware ESXi
VME

0 |

VMware WS
VME

‘Win/Linux

LUSB
LPE

WinsMac

Q.00 |

Routers
RCE

Thunderbird
RCE

Win,/Linux

Safari

RCE+LPE

Mac

2.001 |

Antivirus
RCE

Antivirus
LPE

 Windows RCE: Remote Code Execution
N macOs LPE: Local Privilege Escalation
BN Linux/BSD | SBX: Sandbox Escape or Bypass
I Any OS VME:Virtual Machine Escape

2003 N

Bdge
RCE+LPE

win

i) h|

MS Outlook

3004

Firefox
RCE+LPE

Win

Adobe PDF
RCE+SBX

ZERODIUM Payouts for Desktops/Servers’

2000 b |

Chroma
RCE+LPE

‘Win

4001 A |

MS Exchange

* All payouts are subject to change or cancellation without notice. Al trademarks are the property of their respective owners.

1001 ~

Win RCE
Zaro Click

win

M3 115
RCE

G003

Windows
LPE/SBX

2019/ 0 @ zerodium.com

https://zerodium.com/program.html
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The Industrialization of Cybercrime and Evolution of Cybercrime Syndicates - https://www.isc2.org/News-and-Events/Webinars/EMEA-Webinars?commid=446997

Search

Blackdist

Action
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Annual license: $ 1500
Half-year license: £ 1000
=-month license: $ 700

Update cryptor $ S0
Changing domain £ 20 multidomain $ 200 to license.
Curing the term of the license all the updates are freea.

Fent on our server:

1 week (7 full days): £ 200
2 weeks (14 full days): £ 200
=2 weeks (21 full day): 5 400
4 wealks (21 full day): $ S00
24-hour test: £ 50
« There is restriction on the volume of incoming traffic to a leasehold system.
depending on the time of the contract.

Prowviding our proper domajr—i = change of the domain: £ 25
Mo longer any hidden fees,.| rental includes full support for the duration of the

contract.

Sources: http://nakedsecurity.sophos.com/exploring-the-blackhole-exploit-kit-3/
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The most common "positions’ or specializations according to the FBI are:

EQ 1. Programmers. Who develop the exploits and malware used 10 cOmMMIT cyber-cnmes.

-
ﬂ\gj 2. Distributors. Who trade and sell stolen data and act as vouchers for the goods provided by other specialists.

@, , 3. Tech experts. Who maintain the ciminal enterprise’s IT infrastructure, induding servers, encryption
\ ah technologies, databases, and the like.

@ 4. Hackers. Who search for and exploit applications, systems and network vuinerabilities.
aaa

>~ 5. Fraudsters. Who create and deploy vanous sodal engineering schemes, such as phishing and spam.
aa

’;:‘ 6. Hosted systems providers. Who offer safe hosting of illicit content servers and sites.
e

7\

7. Cashiers. Who control drop accounts and provide names and accounts to other ariminals for a fee.

o3
¢

<B] 4

8. Money mules. Who complete wire transters between bank accounts. The money mules may use student and
work visas to travel to the U.S. 1o open bank accounts.

[ =
L]

9. Tellers. Who are charged with transterring and laundering illicitly gained proceeds through digital currency
services and different world currencies.

10. Organization Leaders. Often “people persons”™ without technical skills. The leaders assemble the team and
choose the targets.

(&
o [

Sources: “The Cyber-crime black market uncovered” by Panda Security

Sources: http://krebsonsecurity.com/2012/08/inside-a-reveton-ransomware-operation/
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Ransom-DE - Live Ransomware U)

C O

No. Victim Name

x | +

- - - HA
83 hitps://www.ransom-db.com/real-time-updates E ==

Live Ransomware Updates

Last 15 Ransomware Incidents \ Updates

Ransom-DB Provides you with real-time ransomware tracking of ransomware groups and their victims

Additional Info Dates Ransomware Group\Name

1 Veritas Solicitors 2022-10-04 BianLian
2 Early, Lucarelli, Sweeney & Meisenkothen 2022-10-04 BianLian
3 Dorsey metrology 2022-10-04 BianLian

https://www.ransom-db.com/real-time-updates

lcon

BignLion

BignLion

BionLian

&
&\
&\




...an emerging trend with traditional organized
crime syndicates and criminally minded
technology protessionals working together and
pooling their resources and expertise...

Sources: http://www.interpol.int/Crime-areas/Cybercrime/Cybercrime



O 8 httpsy) E ==

w.shodan.io/search?query=ok.dk

-.‘. SHODAN Explore Pricing &2 ok.dk

TOTAL RESULTS

A View Report [0 View on Map
New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor

TOP COUNTRIES Object moved [ 2022-10-03°

20.224.244.100 £ SSL Certificate

ok-upgrade1f396bblc
B43adevpos.axclo

ud.dynamics.com

lssued By:
|- Common Name:
Microsoft Azure TLS

HTTP/1.1 382 Found

Cache-Control: private

Content-Type: text/himl; charset=utf-g

Location: https://login.windows.net/ok.dk/wsfed?wa=wsigninl.e&wtrealm=spnk3ast

-upgrade1f396bblc
S5fE4Badevecom.axc Issuing CA 08
loud.dynamics.com

-upgrade1f395bb0c |- Crganization:

ok.dk - Host Search - Censys X +

B4dadevaos.axclo Microsoft
C 0 8 https://search.censys.io/search?resource=hosts8sort= [ANCE&iper_page=258wirtual_hosts H4 ud.dynamics.com Corporation
5 -upgrade1 f396bblc
Sadevaossoap. lssued To:
2 axcloud.dynamics.com |- Comman Name:
Ceﬁsgs Q Hosts v | # | okdk x [ ~upgrade1f396bblc ok
Badevret.axclou

upgrade1f396bblcd95f648adevaons.axcloud. dynamics.com

ynamice.com

Wicrozoft Corporation |- Crganizaticn:
i= Results - Microsoft
— Netherlands, Amsterdam Corporation

Host Filters Hosts https://www.shodan.io/search?query=ok.dk

Results: 18 Time: 0.29s
Autonomous System:
10 TDC TDC AS
3 MICROSOFT-CORP-
MSN-AS-BLOCK

(= 54.194.133.85 (ec2-54-194-133-85.eu-west-1.compute.amazonaws.com)

AMAZON-02 (16509) Leinster, Ireland
8O/HTTP 443/HTTP

2 AMAZON G2 ices tis.certificates.leaf_dat ‘email. ok.dk

1 AS5413 services.tls.certificates.leaf_data.names: email. ok.

1 GLOBALCONNECT- services.tls.certificates.leaf_data.subject.common_name: email. ok .dk

AS31027
® More
& 54.77.59.67 (ec2-54-77-59-67 eu-west-1.compute.amazonaws.com)
Location:
AMAZON-02 (16509) Leinster, Ireland

12 Denmark BO/HTTP 443/HTTP

3 Netherlands services.tls.certificates.leaf_data.names: email. ok .dk

2 Ireland

1 United Kingdom services.tls.certificates.leaf_data.subject.common_name: email. ok .dk

Service Filters
M &2 249 27 1812

https://search.censys.io



Bring a company offline?

Source: https://www.youtube.com/watch?v=vn-lU3Zu3dw
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“Assume Breach — Detect Compromise”



Vulnerability is known
to the vendor

A sch_r[ty ) The vendor notifies its
vulf\emblll‘ty is clients (sometimes)
discovered

Vulnerability is Security tools

made public ®- are updated
-7 R (IDS signatures, A pa.h:h is
- ~ - new modules for published
S~ VA tools)
I -
- i -
- i -
. - o The existence of
T~ patch is widely known
-
@.
-
Y
Y
N
~
-
.. . -
i The patch is installed

.» in all systemns affected
.
-
LY
Y

hS
-~
A
S
.
Y

Figure 2-2: Window of Vulnerability

https://github.com/OWASP/wstg/releases/download/v4.2/wstg-v4.2.pdf
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CYBER THREAT ACTOR MOTIVATION

NATION-STATES | -vevvveee- FJ:( -------- »|  GEOPOLITICAL
“There are only two types of ' ’ ' ’
Y yp CYBERCRIMINALS [ -«-vv---- @ --------- > PROFIT
companies: Those that have been f j f
hacked, and those that will be.” | FRGKIINSTS — ffrssrreans: @R >  [DECLOGICAL |
Former FBI Director, Rubert Muller - “ 0 - 1
TERRORIST GROUPS |+« vvvv-+- (6 S > | IDEOLOGICAL VIOLENCE
THRILL-SEEKERS [ ------- M ------- > |  SATISFACTION
o ! . r ™ M - \
There are only two types of companies: INSIDERTHREATS  evessreens = N . DISCONTENT
Those that have been hacked, and those [ —————— ’

who don’t know they have been hacked.”

Former CEO at Cisco, John T. Chamber
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Ryuk Speed Run, 2 Hours to Ransom

20:57 UTC Bazar malware

executed

The DFIR Report @TheDFIRReport - Nov 5 oo
Ryuk Speed Run, 2 Hours to Ransom

C2 34.222.33.48:443

21:07 Cobalt Strike executed

EJDiscovery using Net, Nitest, and AdFind

EJCobalt Strike and Bazar for C2

E3zerologon for Privilege Escalation AdFind and Rubeus
EJCredential Access via Rubeus
EJLateral Movement via SMB 2701921

C2 45.153.240.240:443

ed and outputs exfiled.

21:43 Zerologon vulnerability

exploited against primary
domain controller

thedfirreport.com/2020/11/05/ryu...

CVE-2020-1472

First lateral movement to
n controller using RDP

Ryuk Speed Run, 2 Hours to Ransom

2057 UTC Bazar makware
ouscited

aai; e, cre: 1, plem s

21:57 Command and control
CF M I12 33 a8 a4)

established on domain controller

2107 Domain dacovery activity
https://twitter.com/TheDFIRReport/status/1324408962318557184/

Cobalt Strike beacon C2 108.62.12.121:443
22:07 Lateral movement to

another domain controller using
SMB

22:18 Lateral movement to

backup server using SMB
22:32 RDP to multiple systems
using beachead.

22:58 First system ransomed.

23:41 All systems ransomed.

https://twitter.com/TheDFIRReport/status/1324408962318557184/photo/1



What would a cyber attack look like in the real world?

—

o | W el Vil i

’ ’I ‘D 0:00 / 2:49 Scroll for details Q m *..) :Il 'l:
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Developer

"But we are not a part of the problem,
right?”



>

Little bit weird  Pulls levers & turns knobs
Sits closer to the boss  Easily excited
Thinks too hard Yells a lot in emergencies

Velocity 09: John Allspaw and Paul Hammond - https://www.youtube.com/watch?v=LdOe18KhtT4



{) 002/0:24

Windows 95 Launch

5.525.158 visninger.. 75 98.353 GJ El‘“[s"é IKKE A DEL =+ GEM

Windows 95 Launch - https://www.youtube.com/watch?v=IAkuJXGIdrM



Wwindows 95 Launch o »
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They've been laughed at, picked on and put down.
But now it’s time for the cdd to get even!

) 002/0:24

Windows 95 Launch

5.525.158 visninger.. 75 98.353 GJ Efﬁr; IKKE A DEL =+ GEM

Windows 95 Launch - https://www.youtube.com/watch?v=IAkuJXGIdrM



They've been laughed at, picked on and put down.
But now it’s time for the cdd to get even!

- -

Ty —¥

> M 0 oo/o 0 = % @ O L

Windows 95 Launch

9.525.158 visninger... [ﬁ 98.353 CJ Ef[;hé IKKE ~» DEL =+ GEM

Windows 95 Launch - https://www.youtube.com/watch?v=IAkuJXGIdrM



P Pl ) o004/019

2019 - Steve Ballmer Developers, Developers, Developers - https://www.youtube.com/watch?v=SaVTHG-Ev4k
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Steve Ballmer Developers, Developers, Developers

Press E\ to exit full screen

| .
Il » o 0007019 «0 & 5] 3k




https://www.lego.com/en-dk/product/hogwarts-castle-71043

https://en.Wikipedia.org/wiki/TurtIes_aII_the_way_down

53



Whom do we trust
to Iimpersonate
everyone else!?

Certificate Manager — Local and Personal

Note, some
systems/platforms/frameworks maintain
their own!

ﬁ certlm - [Certifikater — lokal computer\Rodneglecentre, der er tillid tilCertifikater] — O x
Filer Handling Vis Hjzlp
e zEolc= HE
Gl Certifikater — lokal computer A || Udstedt til - Udstedt af LA
| Personligt
- ) =] AddTrust External CA Root AddTrust External CA Root 3
v R'Ll?dgﬁri.l:;e:tre, der er il [FglBaltimare CyberTrust Root Baltimore CyberTrust Root 1
. V_i:ks:mlhlecai:irllid =] Buypass Class 2 Root CA Buypass Class 2 Root CA 2
j Mellemliggende naglecer =] Buypass Class 3 Root CA Buypass Class 3 Root CA 2
=] Udgivere, der er tillid til sl Certum CA Certum CA 1
3 Certifikater, der ikke er il =] Certumn Trusted Metwork CA Certum Trusted Metwork CA 3
= Tredjeparts;adnﬁglecentrs [l Chambers of Commerce Root -...  Chambers of Cormerce Root - 2., 3
| Personer, der er tillid til [ Class 3 Public Primary Certificat... Class 3 Public Prirnary Certificatio.. 0
| Klientgodkendelsesudstee [Z]COMODO ECC Certification Au... COMODO ECC Certification Auth... 1
| Redder til forhdndsvisning @COMODO RSA Certification Au... COMODO RS4A Certification Auth... 1
ﬁ certmgr - [Certifikater - aktuel bruger\Rodneglecentre, der er tillid til\ Certifikater] - O ¥ #7Microsoft Corp. 3
m Root CA 2 1
Filer Handling Vis Hjzlp ID Root CA 1
ol A1l W= ARENERE 7 N toot CA 1
— = loot G2 1
Iﬁ] Certifikater - aktuel bruger A || Udstedt til Udstedt af M 100t 63 1o
H :E:Dn“?t 4 " [l Symantec Enterprise Mobile Ro...  Symantec Enterprise Mobile Root ... >
v f' ggri.;;e:trev erert [l TeliaSonera Root CA v Telia5cnera Root CA vl
- J srHite E,r ) =l Thawte Premium Server CA Thawte Premium Server CA
| Virksomhedstillid ) )
- . [ lthawte Primary Root CA thawte Primary Root CA
_| Mellemliggende ngglecer ] ]
| Active Directory-brugerok [Zlthawte Prirary Root CA - G3 thawte Primary Root CA - G3
| Udgivere, der er tillid ti = Thawte Timestamping CA Thawte Timestamping CA
| Tredjepartsrodnaglecentre ] T-TeleSec GlobalRoot Class 2 T-TeleSec GlobalRoot Class 2
| Personer, der er tillid til [ USERTrust ECC Certification Aut... USERTrust ECC Certification Auth...
| Klientgodkendelsesudstec [ZUSERTrust RSA Certification Aut... USERTrust RSA Certification Autho...
| Andre personer =] UTN-USERFirst-Object UTM-USERFirst-Object
| CurrentUser [ VeriSign Class 3 Public Primary ... VeriSign Class 3 Public Primary Ce...
| LecalMachine [ VeriSign Class 3 Public Primary ... VeriSign Class 3 Public Primary Ce...
| MSIEHistorylournal [ VeriSign Universal Root Certific...  VeriSign Universal Root Certificati...
| Anmodninger om certifiki Sl AAA Certificate Services AAA Certificate Services
T Raddar nd chinkark cnn e A
< > < >

Lageret Rodnaglecentre, der er tillid til indeholder 70 certifikater.




CIcloud native wiki

by aqua

> Containerized Architecture

> DevSecOps

2 Cloud Native Applications

> Kubernetes in Production

» Serverless Architecture

» Container Platforms

w Docker Container

Container Monitoring

r

o]

Ident
Result

Title
Rule
Ident
Result

~

L Enter search term

Docker CIS Benchmark: Best Practices in

Brief

Get the gist of the Docker CIS Benchmark recommendations for host configuration, Dock(

Daemon configuration and more, and learn to automate security testin

tik@development: ~/Desktop/source_code/docker-bench-security Q = x

2.7 - Ensure TLS authentication for Docker daemon is configured (Scored)
[INFO] * Docker daemon not listening on TCP
What ie Dackear CIS Benchmark? [INFO] 2.8 - Ensure the default ulimit is configured appropriately (Manual)
[INFO] *# Default ulimit doesn't appear to be set
https://www.aquasec.com/cloud-native-academy/docker-container/docker-cis-benchmark/ [WARN] 2.9 - Enable user namespace support (Scored)
[PASS] 2.10 - Ensure the default cgroup usage has been confirmed (Scored)
[PASS] 2.11 - Ensure base device size is not changed until needed (Scored)
root@123bb443a4f6: / Q = [WARN] 2.12 - Ensure that authorization for Docker client commands is enabled (S
cored)
ﬁEE;pplicable [WARN] 2.13 - Ensure centralized and remote logging is configured (Scored)
[WARN] 2.14 - Ensure containers are restricted from acquiring new privileges (5Sc
Set SSH Idle Timeout Interval ored) . .
xccdf org.ssgproject.content rule sshd set idle timeout [WARN] 2.15 - Ensure live restore is enabled (Scored)
CCE- N - o N [WARN] 2.16 - Ensure Userland Proxy is Disabled (Scored)
notapplicable [PASS] 2.17 - Ensure that a daemon-wide custom seccomp profile is applied if app
ropriate (Manual) 1
Set SSH Client Alive Count [Ir— =3 ~ o . i P ST — V

Title
Rule
Ident
Result

Title
Rule
Ident
Result

Title
Rule
Ident
Result

xccdf org.ssgproject.content rule sshd set keepalive

CCE-
notapplicable

Disable SSH Root Login
xccdf_org.ssgproject.content_rule_sshd disable root_login -

CCE-
notapplicable

Disable SSH Access via Empty Passwords
xccdf org.ssgproject.content rule sshd disable empty passwords

CCE-
notapplicable

2d)

@ OpenSCAP Security Guide

[select a profile to display its guide and a command line snippet needed to use it

Guide to the Secure Configuration of Ubuntu 20.04

with

profile CIS Ubuntu 20.04 Level 1 Server Benchmark

This baseline aligns to the Center for Internet Security

Ubuntu 20.04 LTS Benchmark, v1.0.0, released 07-21-2020
The SCAP Security Guide Project
https:/WWw.0pen-stap. org/security-policies/scap-security-guide

This guide presents a catalog of security-relevant configuration settings for Ubuntu 20.04. Itis a

of content inthe C Checklist D

Format (XCCDF) in order to support security automation. The SCAP content is is available in the scap-security-guide package which is developed at hitps:/iwww open-scap.org

Providi

Isecurity-policies/scap-security-guide.

ng system administrators with such guidance informs them how to securely configure systems under their control in a variety of network roles. Policy makers and baseline

creators can use this catalog of settings, with its associated references to higher-level security control catalogs, in order to assist them in security baseline creation. This guide is a
catalog, not a checklist, and satisfaction of every item is not likely fo be possible or sensible in many operational scenarios. However, the XCCDF format enables granular selection

and adjustment of settings, and their association with OVAL and OCIL content provides an automated checking capability. Tr

of this L and its

automated checking content, are capable of providing baselines that meet a diverse set of policy objectives. Some example XCCDF Profiles, which are selections of items that form

checkli

sts and can be used as baselines, are available with this guide. They can be processed, in an automated fashion, with tools that support the Security Content Automation

Protocol (SCAP). The DISA STIG, which provides required settings for US Department of Defense systems, is one example of a baseline created from this guidance.

http://static.open-scap.org/ssg-guides/ssg-ubuntu2004-guide-index.html



tlk@development:~/Desktop/source code$ sudo grype ubuntu:latest

%,

Vulnerability DB

Loaded image
Parsed image

v
v
+» Cataloged packages
~ Scanned image

NAME
coreutils
dpkg
e2fsprogs
libcom-err2
libext2fs2
libgmple
libpcre2-8-0
libpcrez2-8-0
libpcre3
libpcre3
libss2

libss13
Tihselz2

INSTALLED
8.32-4.1lubuntul
.21.1lubuntuz
.46.5-2ubuntul
.46.5-2ubuntul
.46.5-2ubuntul
:6.2.1+dfsg-3ubuntul
10.39-3buildl
18.39-3buildl
2:8.39-13builds
2:8.39-13build5s
1.46.5-2ubuntul
3
=2

P =

.0.2-0ubuntul

A F-fuhoantonl

Grype - https://github.com/anchore/grype

[181 packages]
[20 vulnerabilities]

[no update available]

FIXED-IN

1.21.1ubuntuz.1

TYPE
deb
deb
deb
deb
deb
deb
deb
deb
deb

2:8.39-13ubuntu®.22.04.1 deb

3.6
El:

PFofnkhontnT 1

tlk@development:~/Desktop/source code$ sudo grype alpine:latest

o
v
v
v
o

No

Vulnerability DB
Loaded image
Parsed image
Cataloged packag
Scanned image
vulnerabilities

deb
Aah

es

found

VULNERABILITY
CVE-2816-2781
CVE-2822-1664
CVE-2822-1304
CVE-2022-1304
CVE-2822-1304
CVE-2821-43618
CVE-2822-1587
CVE-2022-1586
CVE-2017-11164
CVE-2819-20838

CVE-2822-1304
FUE_7@27_-174a7

SEVERITY
Low
Medium
Medium
Medium
Medium
Low

Low

Low
Megligible
Low

Medium
Meadinm

[no update available]

[14 packages]

[@ vulnerabilities]

tlk@development:~/Desktop/source code$ I



E Javascript-bibliotek overskriver * +

_ O E] = https:/fwww.version2.dk/artikel javascript-bibliotek-overskriver-russiske-filer-med-hjertesymbol E ==

(1]
L

Myheder Blogs Debat Fokus+ Tipos Mer Abonnement Q

Javascript-bibliotek

overskriver russiske filer med Microsoft-ansatte laekker
hjertesymboler login-oplysninger til interne
It-sikkerhed 18. marts kl. 10:10 8 sYStemer pé GithUb

Datalask 17. august kl. 12:00

https://www.version2.dk/artikel/microsoft-ansatte-laekker-login-oplysninger-til-interne-systemer-paa-github

APPLICATION SECURITY | VULNERABILITIES

Alert: peacenotwar module sabotages npm
developers in the node-ipc package to protest
the invasion of Ukraine

https://snyk.io/blog/peacenotwar-malicious-npm-node-ipc-package-vulnerability/ 5 7



c O & nttpssw

fnpm_left_pad_chaos/ E &

The A Register’

rw.theregister.com/2016/03/23

& SIGNIN

How one developer just broke Node,

SOFTWARE
Babel and thousands of projects in 11
lines of JavaScript

1722 Code pulled from NPM — which everyone was using

https://www.theregister.com/2016/03/23/npm_left_pad_chaos/

B Dev corrupts NPM libs 'colors' - X a7

x O & https://www.bleepingcomputer.com/news/security/dev-corrupts-npm-libs-colors-and-faker-breaki E =&

BLEEPINGCOMPUTER

VIRUS REMOVAL GUIDES ~ TUTORIALS ~ FORUMS

Dev corrupts NPM libs 'colors' and 'faker' breaking thousands of
apps

By Ax Sharma January 9, 2022 09:17 AM 32

https://www.bleepingcomputer.com/news/security/dev-corrupts-npm-libs-colors-and-faker-breaking-thousands-of-apps/

Compromised npm Package: event X +
= <« @] O EJ https://medium.com/intrinsic-blog/compromised-npm-package-event-stream-d47d086
o Published in intrinsic
O Thon
Nav 2
Lnd
Compromised npm Package: event-stream
Ownership of a popular npm package, svent-stream, was transferred by the
nricinal anthnr tn a malicinne near richt9rtrl Thic narkacs rarsivee nuar
https://medium.com/intrinsic-blog/compromised-npm-package-event-stream-d47d08605502
Y/ How an irate developer briefly | X+ = C
(& C‘ B https://fwww.theverge.com/2016/3/24/11300840/how-an-irate-developer-briefly-broke-javascript E == R |

ThaV/eroa / Tech / Reviews / Science / Entertainment / More 4=
REPORT / TECH

How an irate developer briefly broke
JavaScript

/ Unpublishing 11 lines of code

Npm is all about packages built on other packages, which is how left-
pad ended up everywhere. According to npm stats, left-pad has been
installed 2,550,569 times in the last month — mostly as part of a
package called "line-numbers," which adds line numbers to text. In
addition to many other projects, line-numbers was included in the
"Babel" package, which in turn broke thousands of JavaScript projects
relving on Babel.

https://www.theverge.com/2016/3/24/11300840/how-an-irate-developer-briefly-broke-javascript
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More than 75% of all vulnerabilities reside

in indirect dependencies

JavaScript, Ruby, and Java are the ecosystems with most
bugs in indirect dependencies.

@ Written by Catalin Cimpanu, Contributer on June 26, 2020
i -

] in | f v

"Ask any Node developer, and they probably have a story of waiting for long

periods to open a project while npm is trying to pull all the necessary

dependencies,” Miller added

L "One of our favorite examples is an 80 line Java

application that specifies 7 dependencies. When you walk the entire
dependency tree, however, you find 59 sub-dependencies, and suddenly, the

80 lines of code turns into 740,000 lines.

https://www.zdnet.com/article/more-than-75-of-all-vulnerabilities-reside-in-indirect-dependencies/

Vulnerabilities from direct versus indirect dependencies ﬂ snyk
m
ot
D3 :
security @ Direct Indirect
100% ‘
11% 27% 74% 81% 86%
75%
50%
25%
0%
PyPI PHP Maven RubyGems npm
Packagist Central

But the Snyk team also pointed to another quirck in their report, namely that

"malicious packages" ranked as the second most common type of security

issue they found in projects last year.

This refers to open-source libraries that have either been created to be

malicious on purpose, or libraries where the developer account was hacked

and the code poisoned.
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. "Illisd” Frazar HTTP:f MWWW.USERFRIENOLY.ORGS

COPYRIGHTIE) 2028 LD

THE LATEST DRM-DEFEATING KIT FOR APPLE'S ITUNES.

http://ars.userfriendly.org/cartoons/?id=20061029

Userfriendly.Crg

Ten Immutable Laws Of Security (Version 2.0)

Law #1 If a bad guy can persuade you to run his program
on your computer, it's not solely your computer
anymore

Law #2 If a bad guy can alter the operating system on your
computer, it's not your computer anymore.

Law #3 If a bad guy has unrestricted physical access to
your computer, it's not your computer anymore.

Law #4 If you allow a bad guy to run active content in your
website, it's not your website anymore.

Law #5 Weak passwords trump strong security.

Law #6 A computer is only as secure as the administrator
is trustworthy.

Law #7 Encrypted data is only as secure as its decryption
key.

Law #8 An out-of-date antimalware scanner is only

marginally better than no scanner at all.

Law #9 Absolute anonymity isn't practically achievable,
online or offline.

Law #10 Technology is not a panacea.

https://docs.microsoft.com/da—dk/archive/blogs/rhalbheer/ten—immutable—laws—of—security—version—Z*O 60
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< DON'T GET HOOKED!

WHAT/ISIPHISHING?

Phishing is a psychological attack used by cyber:
criminals to trick you into giving up information or
taking an action. Phishing originally described
email attacks that would steal your online username
and password. However, the term has evolved and
now refers to almost any message-based attack.
These attacks begin with a cyber criminal sending

a message pretending to be from someone or
something you know, such as a friend, your bank or:
a well-known store.

These messages then entice you into taking an
action, such as clicking on a malicious link, opening
an infected attachment, or responding to a scam.
Cyber criminals craft these convincing-looking
emails and send them to millions of people around
the world. The criminals do not know who will

fall victim, they simply know that the more emails
they send out, the more people they will have the
opportunity to hack. In addition, cyber criminals are
not limited to just email but will use other methods,
such as instant messaging or social media posts.

WHAT/ISISPEAR!PHISHING?.

The concept is the same as phishing, except that
instead of sending random emails to millions of
potential victims, cyber attackers send targeted
messages to a very few select individuals. With
spear phishing, the cyber attackers research their
intended targets, such as by reading the intended
victims' LinkedIn or Facebook accounts or any
messages they posted on public blogs or forums.
Based on this research, the attackers then create:
a highly customized email that appears relevant to
the intended targets. This way, the individuals are
far more likely to fall victim.

This poster was developed as a project. C
include: Cheryl Conley (Lockheed Martin), Tim Harwood (BP), Tonia
Dudley (Honeywell), Ellen Powers (MITRE Corporation), Shanah
Johnson (Reserve Bank of Atlanta) and Terri Chihota.

WHY/SHOULDIIICARE?,

YYou may not realize it, but you are a phishing target at work and at home. You and your devices
are worth a tremendous amount of money to cyber criminals, and they will do anything they can
to hack them. YOU are the most effective way to detect and stop phishing:. If you identify an email
you think is a phishing attack, or you are concerned you may have fallen victim, contact your help
desk or security team immediately. To learn more about phishing or;to'demo the SANS Securing
The Human phishing testing platform, please visit http://www.securingthehuman.ora/phishing.

From: Package Delivery <david37428@gmail.com>
Subject: Package Not Delivered
Date: December 15, 2013 16:48 GMT -5:00
» 1 Attachment, 154 Kb

Dear Customer,

Unfortunately we unable to deliver you package this morning. We will be making two
more attempts in the next 48 hours. If we are unable to deliver your package we will
return to sender. Please verify that your delivery address is correct by clicking on the link
below, or updating the attached document.

Order# 44187

D L ey

Shipping Tracking Information

L L e e e

Tracking #: 129Y424V039787851X
Tracking Information: htt
Ship Date: 12/10/20

Thank you, http://www.evilhacker.ru/exploit.php

Package Delivery Specialist

geTracking.pdf (91 kb)

PHISHINGI/INDICATORS

A Check the email addresses. If the email appears
to come from a legitimate organization, but the
“FROM" address is someone's personal account,
such as @gmail.com or @hotmail.com, this is
most likely an attack. Also, check the “TO" and
“CC" fields. Is the email being sent to people you
do not know or do not work with?

Be suspicious of emails addressed to “Dear
Customer” or that use some other generic
salutation. If a trusted organization has a need
to contact you, they should know your name and
information. Also ask yourself, am | expecting an
email from this company?

Be suspicious of grammar or spelling mistakes;
most businesses proofread their messages
carefully before sending them

Be suspicious of any email that requires
“immediate action” or creates a sense of urgency.
This is a common technique to rush people into
making a mistake. Also, legitimate organizations
will not ask you for your personal information.

Be careful with links, and only click on those that
you are expecting. Also, hover your mouse over
the link. This shows you the true destination of
where you would go if you clicked on it. If the true
destination is different then what is shown in the
email, this is an indication of an attack.

Be suspicious of attachments. Only click on those
you are expecting

Be suspicious of any message that sounds too
good to be true. No, you did not just win the lottery.

Just because you'got an email from your friend
does not mean they sent it. Your friend’s. computer
may have been infected or their account may be
compromised. If you get a suspicious email from a
trusted friend or colleague, call them on the phone.

© SANS Institute - You are free to print, distribute and post as many copies of this poster as you like, the only limitation is.you cannot modify or sell it. For digital copies of this and other security awareness posters, visit www. uman.




Fra: Info Nets <noreply@nets.com: Fra: Skat.dk <skat@skat.dk=>

e IR Dato: 1. okt 2013 12.00

Emne: Adgang Til Dine Konto Emne: ID:38933 - tilbagebetaling af skat - DKK 940,00
Keere kunder Nets, Til: XXX

Det ser ud til, at en anden bruger din konto. i

For din sikkerhed, har vi blokeret din konto SKAT

Vi har brug for nogle oplysninger for at l#se dette problem

= Klik her https://www.nets.eu/dk-da/I%C3%B8sninger/dankort/022136¢

© Nets i Danmark (HQ)-kontoteamet

Kaere skatteyder,

Vores registreringer viser, at du er kvalificeret til en tilbagebetaling af skat af:

DKK 6940,00
&) POST
For at fa adgang til din skat tilbagebetaling, klik venligst her.
D u ha r ufnrlﬂste pa kken Udfyld venligst formularen indtil d. 02-10-2013.

Den hurtigste og nemmeste made at modtage din tilbagebetaling pa er ved direkte inc

Vi har modtaget din pakke CT5389919582DK pi 2015/09/21. Courier var ude af stand til at levere check/opsparingskonto.

denne pakke til di
' Vores hovedkontor adresse kan findes pa vores hjemmeside pa

Fi og udskrive forsendelsesetiketten, og vise det pa det nermeste posthus for at fa din pakke. http://www.skat.dk

Copyright © 2013 Skat.dk. Alle Rettigheder Forbeholdes.

Hvis pakken ikke er modtaget mden 20 arbejdsdage PostNord AB wvil vare berettiget til at kraeve
kompensation fra dig - 55 kroner for hver dag i at holde. Du kan finde oplysninger om fremgangsméiden
ved og betingelserne af pakken holde 1 det narmeste kontor.

Dette er en automatisk genereret meddelelse, Klik her for at afmelde

http://www.it-blogger.dk/post-nord-virus-rammer-danmark/, http://skat.dk/SKAT.aspx?0ld=68747 and https://www.nets.eu/dk-da/digital-sikkerhed/Pages/Phishing.aspx
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@ haveibeenpwned.com

Home

Notify me

Domain search  Who'sbeenpwned  Passwords APl  About Donate B P

'.--have i been pwned?

Breaches you were pwned in

A "breach" is an incident where data has been unintentionally exposed to the public. Using the 1Password password manager helps you
ensure all your passwords are strong and unique such that a breach of one service doesn't put your other services at risk.

Data Enrichment Exposure From PDL Customer: In October 2019, security researchers Vinny Troia and Bob
Diachenko identified an unprotected Elasticsearch server holding 1.2 billion records of personal data. The
exposed data included an index indicating it was sourced from data enrichment company People Data Labs
(PDL) and contained 622 million unique email addresses. The server was not owned by PDL and it's believed a
customer failed to properly secure the database. Exposed information included email addresses, phone
numbers, social media profiles and job history data.

Compromised data: Email addresses, Employers, Geographic locations, Job titles, Names, Phone numbers,
Social media profiles

LinkedIn: In May 2016, LinkedIn had 164 million email addresses and passwords exposed. Originally hacked in
2012, the data remained out of sight until being offered for sale on a dark market site 4 years later. The
passwords in the breach were stored as SHA1 hashes without salt, the vast majority of which were quickly
cracked in the days following the release of the data.

Compromised data: Email addresses, Passwords

Verifications.io: In February 2019, the email address validation service verifications.io suffered a data breach.
Discovered by Bob Diachenko and Vinny Troia, the breach was due to the data being stored in a MongoDB
instance left publicly facing without a password and resulted in 763 million unique email addresses being
exposed. Many records within the data also included additional personal attributes such as names, phone
numbers, IP addresses, dates of birth and genders. No passwords were included in the data. The Verifications.io
website went offline during the disclosure process, although an archived copy remains viewable.

Compromised data: Dates of birth, Email addresses, Employers, Genders, Geographic locations, IP addresses,

https://haveibeenpwned.com/
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Watch a CNN reporter get hacked
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» » < 000/435

Scroll for details
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You can have Security without Privacy, but
you cannot have Privacy without Security

Out-of-scope

| 66



01

02

03

For godt til at vaere sandt!

Hvis tilbuddet eller emailen er for godt til at
vaere sandt.... Sa er det nok ikke sandt!

Hastende!

Hvis det haster, sa du ikke har mulighed for at
teenke dig om... Der er meget fa ting i livet,
som ikke kan vente til imorgen!

Hvem er afsender?

Selvom afsender ser rigtig ud, sa behgver det
ikke vaere tilfeeldet. Ring og fa det bekraeftigt!

04

05

06

Klik ikke pa links

Lad veere med at klikke pa alle links, du
modtager! Overvej evt. at taste dem selv!

Aben ikke alle vedhaeftede filer

Hvis du ikke forventet at fa filen, sa lad veere
med at dbne den. Hvis du er i tvivl, sa ring og
sporg!

Veer skeptisk!
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MS® Creating a Cyber Secure Home

1 s

URING YOURSELF 4 s umma Youm Accouwrs  Pasewoncs

et te  'As technology becomes more important in our

v By
personal lives, so doessecuringit. Hereare some

fundamental steps you should always take to

help protect yourself and your family

To LoArs MORE, SUBSCRI

securingthehuman.sans. org/ouch

5 Whar 1o DoWren Hacxio

Asour THE PosTe

ety v

https://securingthehuman.sans.org/media/resources/STH-Poster-CyberSecureHome-Print.pdf

DKCERT

(O ...... [E——

Rad om it-sikkerhed til private

DKCERT har udarbejdet denne liste af rad til private borgere om, hvordan de kan
forbedre deres informationssikkerhed

Brug skkerhedssoftware som antivirus og firewall
Hold dine programmer opdateret.

Tag sikkerhedskopi af dine data og opbevar flere kopier, helst forskellige steder
Undiad at Kikke pd finks elier vedhafiede fike i e-mails, au fAr tisendt vopfordret

PGP

Underseg adressen pa et websted, for du udfylder formularer med fortrolige oplysninger. Oplys generelt kun fortrolige
oplysninger pa netsteder. du har tilkd ti. Thek, at inks tl sider med fortrolig Information begynder med teksten “https:*

@

Besky! dit trddiose netvaerk med adgangskode.

https://www.cert.dk/da/vejled

wi{zs DON'T GET HOOKED!

WHAT/IS PHISHIN " ? PHISHING INDICAT

Tracking ¥ 1Z9VAVNTHTESIX
Jroasiveie
Ship Date: 121102013 &]

Tt you oy

https://securingthehuman.sans.org/resources/posters

60 ot oo @ Dokumenter @ Uddanneise @ DITOI
omon PRESSE

Dansk Industri

jo og Kiima Mang

Virbdgiver dig  Brancher og foreninger  Kurser, netvark og konferencer  Politk og analyser DI Business

Innovation og Forskaing

Virksomhed

anDIUKT'V‘TVF.' oG 2 V ﬁr
7y

Produktivitet

edere og specialister

DI Digitals
sikkerhedsnyhedsbrev

Sikberhed for unge

erboden er  1op.
ombeder og myndigheder vil

https://di.dk/Virksomhed/Produktion/IT/itsikkerhed/Pages/default.aspx

Q- S =B

Dlnaulde til en sikker digital hverdag

https://sikkerdigital.dk/

SIKKERWED PA INTERNETTET @W@l’s»z s

NDER!

https://bgrneulykkesfonden.dk/laeringsmaterialer/hjemmet/tryg-pa-nettet-med-anders-and
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The three pillars
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The technology must support the processes

supporting the people achieving their goals.
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What is needed for the secure
operation of the solution?

Best-practices:
OWASP Application Security
Verification Standard (OWASP ASVS)

Center for Internet Security Top 20
Critical Security Controls (CIS Top 20
or CIS Top 18)

The Cyber KILL Chain

Catalog of Security Controls:
OWASP Proactive Controls
ISO 27002

NIST SP 800-53

Other:
MITRE ATTACK
Misuse/abuse cases

OWASP Software Assurance
Maturity Model (SAMM)

$3SS3004d

ADO0TONHI31

Regulatory, Company-wide, etc.

Ex.
ISO 27001, ISAE 3000, NIST SP
800, NIS, NIS2, GDPR and more

You should have access to these
as:

Policy
———————

Procedure

—

Guidelines

N\

Protection against specific
threats and risk mitigating
elements

\ We will come back to this!
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Ds ' Dansk standard DS/ISONEC 27001

3. udgave
2013-10-01
Informationsteknologi — Sikkerheds-
teknikker — Ledelsessystemer for
S L pery  ayawem
informati | 2 S, P e and maln ——
A.14.1 Security requirements of information systems
:n;orma:!on 1 Ol)]rl'!;\'{e Tolem.urr that information security is an integral part oflx)l.};mari(m sym:m-: across rhrei
nformation ¢ |entire lifecycle, This also includes the requirements for information 3 / ic
" ; » Systems d rid pias
Requiremen |over public networks e e
; [controt - o
| Information security
A14.11 |requirement lysis l‘“\c information security related requirements shall be included in
1‘1““ specification ‘Ih(.’ requlrr_mcms for new information systems or enhancements to
existing information system:
| . o0 |Controt e
| Securing application
Al4.12 |srrvlces on public |Iniorm.m<m involved in application services passing over public
[networks ‘llﬂ\ﬂﬂ.‘ks shall be protected from fraudulent ; ivity, contract dis-
o ERONEL _/pute and unauthorized disclosure and modification.
| |Control i 7 .
Al413 |Protecting application ’Inlnrrnnnon Invelved in application service transactions shall be
’wrwﬂ., transactions ‘prolected to prevent incomplete transmission, mis-routing, unau-
Ithorized message alteration, unauthorized disclosure, unauthor-
|ized message duplication or replay.
Dansk Standard

DIGITALISERINGSSTYRELSEN

Job Udbud Omos English Q@

Kontaki  Nyheder Talog

styring v Itdosninger v Sikkerhed ~  Data v Digitalservice v Afbureaukratisering v Strategler ~

Forside » Sikkerhed

Sikkerhed

150 27001

5027001 1 Hvad er SO 27001 bimed f W in W 8

Hvad er ISO 27001?

Baggrund
1SO 27001 er en international standard til etablering af et 1 DS484 var det forudbestemt, at
ledelsessystem for informationssikkerhed. Standarden en organisation skulle leve op til
e tager udgangspunkt i en risikobaseret tilgang til styring af en rackke basale krav. Uanset
informationssikkerhed. virksomhed og uanset om
kravene var relevante eller ej,
150 27001 er valgt som statslig og har vaeret at Med beslutningen om at overgé til
folge for statslige institutioner siden januar 2014. Standarden skulle vare den internationale standard for
implementeret af myndighederne primo 2016. informationssikkerhed, ISO 27001

er DS484 udfaset og ikke lengere

Bootcamp om IO 27001 1S0 27000-serien besthr af en raekke standarder med indbyrdes relationer. Nogle relevant for statslige institutioner

Vejledninger ul sikkerhedsarbejdet il

Sturine af leverandarer

https://digst.dk/sikkerhed/iso-27001/hvad-er-iso-27001/

af disse standarder opstiller krav (normative), mens andre er vejledende | forhold
ellige aspekter af implementering af et ledelsessystem for Beslutningen om brug af ISO
27001 som standard for

informationssikkerhed.

cikkerhodesturinoen i <tador for

Policy

ﬁ

Procedure

i<

Guidelines

NIST

THE DANISH GOVERNMENT

Danish Cyber

CYBERSECURITY
FRAMEWORK

Helping orge 5 0 better understand and improve their manogement of cybersecurity ris

Framework
Getting Started
Perspectives -

Success Stories

Online Learning

Evolution s
Frequently Asked + "2‘5
Questions %

°
Events and i
Presentations
Related Efforts (Roadmap)

Informative References
Resources

FRAMEWORK

1@l Information

Framework Version 1.1 New to Framework Online Learning
. Koot for Ministry of Finance

Newsroom practices to manage cybersecurity maore advanced Framework users.
risk

todownload. standards, guidelines and best users to implementation guidance for |

Riibind rograns .

https://en.digst.dk/media/17189/danish_cyber_and_information_security_strategy_pdf.

pdf
https://www.nist.gov/cyberframework
45.2016 Official Journal of the European Union L1191
1
(Legislative acts)
— [ securty achtncurs x ] [t systam e | .
2. == Filters s
REGULATIONS
15027001
REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
g P o of 27 April 2016
Information system security audit © Jr— Ve S5
. bt P o on the protection of natural persons with regard to the processing of personal data and on the free
© 0.2 nternl st T2 “sm210 movement of such data, and repealing Directive 95/46[EC (General Data Protection Regulation)
- 53 Hamagement sevicn ~oecus TSzt
« 10 Inprovement <ocops Tsm2nz
© A5.1.2 Reviw ofthe plicies fo nformation securty  + IDSC4 )
+ 1271 irmton sy mdk conrol st https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN
« A182 Inormation security reviews ey
' . PRIP-7, 12
TRz
ez
Sysiam segregation'® « A12.1.4 Separation of dvelopment, tosting nd “orpss.7
pératioms tackarrimats ppres
« A13.1 Network securtty management « RAC5,6 European Parliament
T
https://www.enisa.europa.eu/topics/nis-directive/minimum-security-measures-for-operators-of-
essentials-services Wome  Rescarch  Ewemts  Imfogmphics  Souces  mw
O 8 ntips retsinformation.dk L
I'E‘_ﬂ.! The NIS2 Directive: A high common level of cybersecurity in the EU
—% 19-02-2021
Retsinﬁ)rmation SBg The Netwaork and Information Security (NIS) Directive is the first piece of EU-wide legislation on cybersecurity,

and its specific aim was to achieve a high common level of cybersecurity across the Member States. While it
increased the Hember States” cybersecurity capabilities, its implementation proved difficult resulting in
fragmentation at diflerent levels across the internal market To respond to the growing threats posed with

digitalisation and the surge in cyber-attacks, the Commission has submitted a praposal to replace the NIS
Regler Afgerelser Lov- og beslutningsforslag mv. Directive and thereby strengthen the security requirements, address the security of supply chains, streamiine
reporting abligations, and introduce more stringent supervisory measures and stricter enforcement
requirements, including harmonised sanctions across the EU. The proposed expansion of the scope covered

by the NIS2, by effectively obliging more entities and sectors to take measures, would assistin increasing the
sag efter mer og ar eller sggeord level of cybersecurity in Europe in the longer term. Within the European Parliament, the file has been
aceinnantn tha Aammitas an Indict s Rasaarrh anr Fnaray Firct ariinn The 111 aniclatinn in Pronracs’

https://www.europarl.europa.eu/thinktank/en/document.html?reference=
EPRS_BRI(2021)689333

Seneste dokumenter Velgperiode  Dag  Uge  Maned A

https://www.retsinformation.dk/
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Critical Security Controls

< — 0O @ & https://www.cisecurity.org/controls/ 3w = 1 &
C I S Center for Internet Security”® Confidence in the Connected World Quick Links:
" {5 Controls (15 Benchmarks 15 Hardened Images

CIS SecureSuite’
Membership

Cybersecurity Tools Cybersecurity Threats

Home * CIS Controls

CIS Controls™

Follow our prioritized set of actions to protect your organization and data from known @ CIS Controls’
cyber attack vectors.
-3 Learn about the 20 individual CIS

Controls and other resources
Download all CIS Controls (PDF & Excel) -3

https://www.cisecurity.org/controls/
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IHE GYBER KILL G

Ehe New Hork Times

Stolen Data Is Tracked to Hacking at Lockheed

By CHRISTOPHER DREW  JUNE 3, 2011

Lockheed Martin said Friday that it had proof that hackers breached its
network two weeks ago partly by using data stolen from a vendor that

supplies coded security tokens to tens of millions of computer users.

Lockheed’s finding confirmed the fears of security experts about the
safety of the SecurID tokens and heightened concerns that other
companies or government agencies could be vulnerable to hacking

attacks.

The tokens, which are used to protect remote access to computer
networks, are sold by the RSA Security Division of the EMC
Corporation. RSA officials said Friday that they accepted Lockheed’s
findings and were working with customers to offset the risks through

other measures.

https://www.nytimes.com/2011/06/04/technology/04security.html

RECONNAISSANCE

Harvesting email addresses,
conference information, etc.

WEAPONIZATION

Coupling exploit with backdoor
into deliverable payload

Delivering weaponized bundle to the
victim via email, web, USB, etc.

Exploiting a vulnerability to execute
code on victim’s system

INSTALLATION

Installing malware on the asset

COMMAND & CONTROL (C2)

Command channel for remote
manipulation of victim

ACTIONS ON DBJECTIVES

With ‘Hands on Keyboard’ access,
intruders accomplish their original goals

Source: https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html
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NIST Special Publication 800-53 Store

Revision 5 Py
ISO
Pt

Security and Privacy Controls for ISO/I EC 2 7002 :2 0 1 3

Information Syst d Organizati . . .
rrormation Systems and Hrganizations Information technology — Security techniques — Code of

practice for information security controls
3.18 SYSTEM AND COMMUNICATIONS PROTECTION

Quick link to System and Communications Protection Summary Table BUY THIS STAN DARD
SC-1 POLICY AND PROCEDURES FORMAT LANGUAGE
Control ABSTRACT
PDF + COLOR PDF
a. Develop, document, and disseminate to [Assignment: organization-defined personnel or v m
roles]: ISO/IEC 27002:2013 gives guidelines for organizational information security +EPUB
1. [Selection (i )0 ization-level: Mission/bush level Syst standards and information security management practices including the selection,
. [Selection {one or more): Organization-level: Mission/business process-level: System- ish ~
g p v implementation and management of controls taking into consideration the PDF + EPUB English

level] system and communications protection policy that:
arcanizatinn's infarmatinn carurity rick anvirnnmant(<)

(a

Addresses purpose, scope, roles, responsibilities, management commitment,

coordination among organizational entities, and compliance; and .
https://www.iso.org/standard/54533.html

(b

Is consistent with applicable laws, executive orders, directives, regulations, policies,
standards, and guidelines; and

2. Procedures to facilitate the implementation of the system and communications
protection policy and the associated system and communications protection controls;

b. Designate an [Assignment: organization-defined official] to manage the development,

documentation, and dissemination of the system and communications protection policy and 8"&8 = Ctive
procedures; and
CONTROLS
c. Review and update the current system and communications protection:
1. Policy [Assignment: organization-defined frequency)] and following [Assignment: FOR DEVELOPERS
organization-defined events); and 2018 v 3.0 C1: Define Security Requirements
2. Procedures [Assignment: organization-defined frequency] and following [Assignment: . .
organjzgﬁgrffdgfgv;ed eye,-,t;]J_ fined freq ¢ 8 [Assig 10 Critical Security Areas That Software Developers e C2: Leverage Security Frameworks and Libraries
Niscussion: Svstem and communications nrotection nolicy and nrocedures address the contrals C3: Secure Database Access
PROJECT LEADERS
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf 1 | af 492 oA C4: Encode and Escape Data

JIM BIRD

C5: validate All Inputs

C6: Implement Digital Identity

C7: Enforce Access Controls

C8: Protect Data Everywhere

C9: Implement Security Logging and Monitoring

C10: Handle All Errors and Exceptions

https://owasp.org/www-project-proactive-controls/



O B httpsy//ruggedsoftware.org H
An Ideal Approach For Success P

Rugged Software

Culture -
>/ I . d a I. a “Rugged” describes software development organizations that have a
Shared (
Resp;"s‘?b“m \ Loca |ty and Sim p |C|ty culture of rapidly evolving their ability to create available, survivable,
I . defensible, secure, and resilient software.
: Focus, Flow, and Joy
Recovery N
Continuous 1

Plan for Failure Delivery

DevOps

Approach

Measurement

Quantify The

Effort

‘@. DevOps Institute

https://pages.awscloud.com/rs/112-TZM-766/images/How%20to%20use%20Infrastructure%20as%20Code%20for%20automated%20self-service%20AWS%20environments.pdf

KEEP
CALMS
AND
INNOVATE

8 - Introduction

The relation between CALMS and cloud can be
mapped compared to traditional IT practices.

DevOps practices  Cloud practices

Traditional IT practices

Culture Self service for development Sllos, IT department
as Code (1aC) through Infrastructure as Ticket'
cloud APIs
Lean OpEXx - cloud elasticity allows cost to CapEX - sunk IT cost. Unused
scale with use resources are waste
Managed CI/CD Platforms On-premise maintenance
Managed
eg. ML landscape
Measuring Infra usage and monitoring. network, No Insight
cost, etc
Fragmented/hetercgenecus Insight
Sharing Infrastructure-as-Code sharable Peer-to-peer knowledge sharing

components and platforms

Visibllity through standardized
dashboards. metrics. etc

https://www.eficode.com/hubfs/guides/DevOps and cloud guide - Eficode.pdf

Low knowledge transfer across

organizational boundarles

eficode

O B httpsy/agilemanifesto.org

https://agilemanifesto.org/

The ugged’Manfesto
66

https://ruggedsoftware.org/

Manifesto for Agile Software Development

We are uncovering better ways of developing
software by doing it and helping others do it.
Through this work we have come to value:

Individuals and interactions over processes and tools
Working software over comprehensive documentation
Customer collaboration over contract negotiation
Responding to change over following a plan

That is, while there is value in the items on
the right, we value the items on the left more.

Kent Beck James Grenning  Robert C. Martin
Mike Beedle Jim Highsmith Steve Mellor
Arie van Bennekum Andrew Hunt Ken Schwaber
Alistair Cockburn Ron Jeffries Jeff Sutherland
Ward Cunningham Jon Kern Dave Thomas
Martin Fowler Brian Marick
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UNCOMMON
(NoN -GIBBERSH)
BASE WORD

TrQubddor &3

CAPS?  COMMON
SUBSTITUTIONS

(DU cAN ADD A FEW MORE BrTs To
FICioUrT FOR THE FACT THAr THE
5 THLY ONE OF B FEW CoMinon FORMATL)

ORDER
UNKNOWN

NUMERAL
PUNCTUATION

~28 BITS OF ENTROPY

2= 3 Dave AT
1000 GUESSES,/seC
( PLAUSIBLE. prrTACK OV A WEAK REMOTE.
WER SERVICE. YES, CRACKING A STOLEW

HErSH 186 FRSTER, BUT Mk MGT WHAT THE
AVERAGE USED SHOULD Wingy ABOUT. )

DIFFICOLTY T0 GUESS:

EASY

\WAS IT TROMBONE? NG,
TROUBADOR. AND ONE OF
THE Os WRS A ZERO?

\
AND THERE WAS
SOME SYMBOL...

31

DIFFICULTY To REMEMBER:
HARD

correct horse battery staple

FOUR RAaNDOM
COMMON WORDS

~ 44 BITS OF ENTROPY

2" = 580 YEARS AT
1000 GUESSES/SEC

DIFFiIcOLTY T0 GUESS:

HARD

DIFFICOLTY TO REMEMBER:
YOUVE ALREADY
MEMORIZED |T

THROUGH 20 YEARS OF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS TD GUESS.

Source:http://xkcd.com/936/




Security 1s a process not a goal!

You will never be secure against everything.

It is about choosing what to secure against.



KX Ccje {3 @ @caseyjohnellis - 20/04/2021
o 0‘ threat actor = someone who wants to punch
© ' youinthe face
threat = the punch being thrown
vulnerability = your inability to defend
against the punch
risk = the likelihood of getting punched in
the face

Q) 84 T 584

™ cielt O

0 Y @caseyjohnellis

acceptable risk = your willingness to
be punched in the face

https://www.linkedin.com/posts/ssimonsen_activity-6907746977048870912-wUyn/






Memo from Bill Gates
Posted January 11, 2012 By m ' mn

Every few years | have sent out a memo talking about the highest priority for Microsoft. Two years ago, it was the kickoff of
our .NET strategy. Before that, it was several memos about the importance of the Internet to our future and the ways we could
make the Internet truly useful for people. Over the last year it has become clear that ensuring .NET is a platform for
Trustworthy Computing is more important than any other part of our work. If we don't do this, people simply won't be willing
- or able - to take advantage of all the other great work we do. Trustworthy Computing is the highest priority for all the work
we are doing. We must lead the industry to a whole new level of Trustworthiness in computing.

Sources: http://news.microsoft.com/2012/01/11/memo-from-bill-gates/

Windows:
45% reduction of vulns disclosed
one year after release

SQL Server:

Microsoft products: Vulnerabilities reduction after SDL implemention

91% reduction of vulns disclosed
three years after release

140

119

120

80

60

20 -

Windows XP Windows Vista

Before SDL After SDL

Sources: Microsoft Security Blog and Microsaft TechNet Security Blog

SQL Server 2000

Before SDL

SQL Server 2005

After SDL

Sources: http://www.microsoft.com/security/sdl/about/benefits.aspx
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“...Industry average experience is about 1—25
errors per 1000 lines of code for delivered
software...”

“Code Complete”, 2nd Edition by Steve McConnell, http://www.microsoft.com/security/sdl/about/benefits.aspx

Millions LOC Estimated Number of Defects

Simple iOS game 0,01 10 - 250
Win32/Simile virus 0,01 10 - 250
Google Chrome 6,7 6.700 — 167.500
Windows XP 40,00 40.000 - 1.000.000
Windows 7 40,00 40.000 — 1.000.000
Software typical car, 2013 100,00 100.000 — 2.500.000

http://www.informationisbeautiful.net/visualizations/million-lines-of-code/



I Higher Cost

“Shift Left”

* Higher Monetary Cost,

* Lost Time (rework),

e Lost of Productivity,

* Failure to meet deadline,

* Loss of functional scope,

* Failure to meet time to market,
* Downtime,

e |ost of Customer Trust

83

sbng jo abejuaniad

[[] % Defects
introduced
in this phase

D % Defects

found in
this phase

 Costto
repair defect
in this phase

Coding Unit Function Field Post
Test Test Test Release

Adapted from “Applied Software Measurement, Capers Jonas, 1996

Adapted from https://www.owasp.org/index.php/CISO_AppSec_Guide:_Metrics_For_Managing_Risks_%26_Application_Security_Investments



If you focus too hard on the problem..

i

Establishi
S . t

. y ..the solution can often evade you.
Re q u I re m e n t https://www.linkedin.com/posts/the-cyber-security-hub_activity-6751117864536682496-4JWq

— Or what are we building?



OUTSIDE THREAT
PROTECTION

PERIMETER SECUR Ty
Message Security
{anti-virus, anti-malware)
Secure DMZs Honeypot
NE.TWORK SECUR”-Y

NAC Enterprine
Perimeter Webd Proxy ContentFitering Wessage Security

10SPS s
Inline Paiching Enlpiie

VolP Protection 3 3 ! Wireless Securky

Enterprise = = 2
DSIPS =
L\CATION SECUR/ry :

. hpp WAF
Pyeasd: Apg ety umng;a:lass:xmg
o pTA sf&s:lnl Ty
SASMOS gt
Enterprisge

DataWiping Right
Cieansing

Static App
TestingCode

https://twitter.com/Fisher85M/status/1030976170181976064

Defense in Depth

— Overlapping Security Controls



Intrusion ~%
Prevention

Firewall

http://commons.wikimedia.org/wiki/File:EU-EE-Tallinn-Kesklinn-Kassisaba.JPG

Network
Security MGT

http://nigesecurityguy.wordpress.com/2013/06/28/architecture-case-study-part-1/
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Failure
Resilient
Secure,
Defensive

INTHIS CORNER Ve HAVE P
P M FIREWALLS, ENCRYPTION,
I ANTIVIRUS SOFTWARE ,ETC.
1 AND N THIS CORNER,
\ We HAVE Dave// :
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Reuse

WHY DOES IT SEEM
AS IF MOST OF THE
DECISIONS IN MY
WORKPLACE ARE MADE
BY DRUNKEN LEMURS?

scottadams @aol.com

www.dilbert.com

DECISIONS ARE
MADE BY PEOPLE
WHO HAVE TIME,
NOT PEOPLE WHO
HAVE TALENT.

k :

£
:
=
3
%
s
£
g
g
s
g
o
=3
g
=]
3
e |

THEYRE
WHY ARE  FIXING THE
TALENTED PROBLEMS
PEOPLE MADE BY
SO BUSY?  PEOPLE WHO

HAVE TIME.
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OWASP® Foundatlon World W de

ﬁ: . Granland
Kort Satellit "' - <
. L : *‘ ‘i - .

Tam.gemﬂn!ﬂrlllrtdata ©2022 Servicevilkar

Members Groups Countries

&) OWASP® Foundation 110,799 248 57

From https://www.meetup.com/pro/owasp May 12th, 2022

OWASP FOUNDATION owasp.org



https://www.meetup.com/pro/owasp

Danish Chapters

Aa rh US .J Utla ﬂd) https://owasp.org/www-chapter-aarhus/

YOI

(o]

Dennis Perto te/Him - 1.

Managing ransomware incidents in Denmark | Proactively doing
security monitoring based on industry leading Threat Intelligence |
OWASP Chapter Leader

dennis.perto@owasp.org

-

|

F0

Mikkel Remer - 1.
Truesec | Cyber Security Expert | SEC699 | eCCPTvZ | DSO | Malware

Dev | DSO 2 Adversary Emulation | Sitecore Platform Associate
Developer | SC .NET Developer XP 8.0

mikkel.romer@owasp.org

&

Thomas Ljungberg Kristensen
Security Advisor at WelcomeSecurity / Co-chapter lead OWASP
Aarhus

thomas.kristensen@owasp.org

OWASP FOUNDATION owasp.org

Copenhagen (Zealand)

https://owasp.org/www-chapter-copenhagen/

Alessandro Bruni '
Associate Professor at IT-Universitetet i Kebenhavn
Kgbenhavn, Hovedstaden, Danmark - Kontaktoplysninger

alessandro.bruni@owasp.org

Andrada Son - @, Aalb
Headhunter/ Nerd/ Happy volunteer in OWASP & BSides

Copenhagen/ Friend of the community

Kebenhavn og omegn - Kontaktoplysninger

andrada.son@owasp.org

Leveret af Bing
© GeoNames, Microsoft, TomTom
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Hardening /

Attack Surface Mimim

— “You aren't gonna need

The JOY of Tech by Nitrozac & Snaggy

The Internet of ransomware things...

ON STRIKE

IF YOU DONT
SEND US CASH,
YOUR REPUTATION
WILL BE IN THE

If you do not need it — kill it”

THE NEXT TIME
YOU LEAVE, IT/LL
COST YOU 100

EXCUSE US
WHILE WE

PARTICIPATE
INADDOS
ATTACK.

YOU TO YOUR

BANK TO MAKE SEND ME 425 OR

IL TELL EVERYONE
ON YOUR SOCIAL
NETWORK THAT YOU
WERE STUPID ENOUGH
TO BUY AN INTERNET-
CONNECTED BROOM!

30 BUCKS IN
BITCOIN, OR NEXT
TIME I SMELL
SMOKE, I MIGHT
JUST LET YOU

MY ALARM
SYSTEM IS
GOING TO GO
FF MLY

MY BANK
ACCOUNT/

it” (YAGNI) and
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Containment,
Detection
Assume




Supply chain attacks

— 3" party and CI/CD

One person’s development is another person’s production
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HEY EVERYONE.
WE HAVE A BIG
PROBLEM HERE!

96



your problem
has been solved before

you can look up the answer
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Business Implementation Ve Operations
functions

Practices Strategy &
Metrics

Requirements Implementation Verification Release

Architecture Assessment Incident Management
Establish Security Establish Design Use Approved Dynamic Incident
Requirements Requirements Tools Analysis Response Plan

[ T— . E et Incident
Buid process
premst ey L epantencits v detaction revgams

Environment
Management

Core Security Create Quality Analyze Attack Deprecate Unsafe Fuzz Final Security
Training Gates / Bug Bars Surface Functions Testing Review

Policy & Compllance Securs Deployment

Depleyment secret
pocess maragemem

Security & Privacy Threat Static Attack Surface Release

Risk Assessment Modeling Analysis Review Archive
I

[T — Security Testing

https://docs.microsoft.com/en-us/windows/security/threat-protection/msft-security-dev-lifecycle

https://owasp.org/www-project-samm/

Systems Development Life Cycle (SDLC)
Life-Cycle Phases

v T

5 :
Operations and [Hspesition Testing & Software

el Development

lmplementation Deseribes end-

e
Integraibon \
Dieseribes nsks of-system LyC le
anal Tt Inclades e e o
Develapiment - preras activities.
T G
I msaintain ez Iz
emyphasis is given
Eveesd,
el Convens a design e ths dhervrsdequeed [preparmticn, informstean i proper
syslem conforms N
Transfomms Inin & cpmplets frerpleseriation Syshems preservaibon of
Amalyaes et detniled imfarmstsam system o neg Tty af the sysiem Ina - e
; and develaps requirements Includes acquinng as specifbed in the it s production. oo
Indtistisn pr— Develops & per egeiremcnis into complete, A installing systems Funcricaal enviramment, includes Posi-
nes the 1 3 )
Project Requirenesis §
; CHVITOITLEEL CTEatin| aml reselution . .
Crostes & deeaibed desnibed System e . Implemenation Atypical SDLC representation
shaps ar hdanagement Docuneent. Conducted
b " r i Design Iy amd testing datnbases! af prablenc and [n-Process
. U
Begina when undary: Flan B how  BTEpATNG les case by Qualicy Assurance identified in the Feviews o X X .
: th Requirements TUERAER D b o https://owasp.org/www-project-integration-standards/writeups/owasp_in_sdlc/
o spensar identifles the concept. ond sther 4 stall aedd 1 d
1o dediver the procedures; preparing nicgratian an
eail Isclucles Sysrens Documen. § ) -
a meed ar an Y planming required sest flles; coding, users. Produces Test Phsse.
riunity. Boundary - . )
cpp ¥ documents. fumctionaliey canupiling, refining Test Analysis Reports.
Concept Proposal  Documenst, o :
P Prapa a Foovides progranes: performing
15 created. Cosl Beneflo s
the bayls for test rendiness review
Annlysis, Kisk .
- sequiring the anil procurement activities.
Banagensent resources
Flan and nesded o
Feasitlay Stsdy. achieyve o
solutian.

https://en.wikipedia.org/wiki/Systems_development_life_cycle



Change to infrastructure | Change to code

Precommit Threat modeling
IDE checks
Check-in Peer code review

Source
Repo Software Component Analysis
Incremental SAST
Security Unit/Functional Tests
Alert on high-risk code changes

Continuous Compile Build Checks

Integration

Successful build

r

~—— 1 Production

Continuous
feedback
Loops Smoke Tests/Monkeys
Monitoring/Continuous Vulnerability Scans
Red Teaming
Bug Bounties

Incident Response and Postmortems
Automated Runtime Defense

https://www.oreilly.com/library/view/devopssec/9781491971413/ch04.html

. Vulnerability
Binary Management
Repo
Automatic deploy | Provision and
to Test/Staging | Configure Runtime
Acceptance
(Parallelized) DAST Scans
Deep SAST Scans
Promate Automated Security Attacks
Fuzzing
. Pen Testing (Out of Band)
Production
Repo
Automatic deploy | Provision and
to Production | Configure Runtime
J

A

A

[PUPSTIeR
H it
s B

v
CALITRALEITNEraTi

q Develop*_:

Threat modelling
IDE Security plugins
Pre-commit hooks

Secure coding
standards

Peer review

https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/secure/devsecops-controls

Static application
security testing

Security unit and
functional tests

Dependency
management

Secure pipelines

Dynamic application

security testing

Cloud configuration
validation

Infrastructure
scanning

Security
acceptance testing

Ol Security smoke tests
U Configuration checks

O Live Site Penetration
testing

Continuous
monitoring

Threat intelligence
Penetration testing

Blameless
postmortems




Security Tools in
Your Tool Belt

Choosing what to ignore?

Static analysis (SAST)
Dynamic analysis (DAST)
Runtime detection
Fuzzing

Pen tests

Secure wrapper libraries
Threat modeling

Bug bounty

Adapted from “How to 10X Your Security” by Clint Gibler

See https://docs.google.com/presentation/d/1IfEvXtw5RTj3JmXwSQDXy80r87_BHrFbo17tQQIHbg0/ and
https://www.youtube.com/watch?v=tWA_EBNsQHS8



Control-4
m Control-1 Read only access
Source Code Revision p E}egbl;'cmnﬁdorg;: ACCess ta CICD tools
@ GO %hnu% o sreen [cvCD System|

=== = Code = = = = = E% -----Push:n-datobran:h_..._s J; - c.-.mgapullnaquut._.p.g = « Triggers PR checks - 4

1J

*
Developer N - Control-2 Control-3
Accept only commits signed Automation access

with developer GPG key keys expire automatically

m=========================~=Runssecurityand qualitychecks = = = = == === ==c====c=c==s====c=================+==+=

Artifact Repository | |Static Code Analysis
(proxy approved (SAST)

1
1
]
1
1 Tetripa)
1 thircl partyreg - So Comp it
: Analysis (SCA) Container Regist CI/CD System
1
]
e - LEE L RN P“m:z;‘:‘:":::‘:;r:&;aw- - = = = Triggers branch artifacts testing . - - p-CX) =
1
1
Control-5 '
L Control-6 Control-7
Only dependencies (maven, npm, ™ - - . Control-8 !
Go, Dockerjirom on-premise registries. ‘;rr;yaﬁgtt':gl ;}Limgh vulngrabilty ;mif:tds stored on dav Validate artifacts digests :
can be used gisiry '
i
a4

memsmssmsmsssss=ssss=ss=ss======== PRbranchmergedintomaster = = = = = = = s s s s ssssssssssssssssssssssss=ss=s====

Static Code Analysis
(SAST)

Software Component

I
I

)

)

1

)

' Source Code Revision

I Control System CI/CD System Analysis (SCA) Container Regist
1

)

)

1

e 0— - — = Triggers build: = = == _O- = = Triggers checks . — 4= - 'u::::ahg’;gﬂ;‘:ry' - - @- Triggers testing=m= m— -

Control-9

Control-10
PR requires 2 reviewers Control-5 Si;: er: e A Control-8 )
(including one default reviewer) Control-6 on stage registry Validate artifacts digests

and build passing to be merged

_ Container Security Runtime Container| |Container Policy
Container Regist Scanning Tool CI/CD System Security Scan Tool| | Enforcement

@

------------- Production deployment = = = = = = = = = = = = = = = = = Runs in production- - - -

Control-7 g\?:illar\gllgilna = Control-12 Control-13 Control-14
Artifacts are promoted don't have ang high or Validate artifact Scan deployed Validate kubemetes
to prod registry Y md signatures and digests images resource manifests

critical vulnerabilities

https://about.gitlab.com/blog/2021/08/30/secure-pipeline-with-single-sign-in/
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Secure Controls Framewaork (SCF) - 20221 -

L

Seg (Alt+Q)

Filer

El

SCF Domain

1 [~

Hjem

Indsast

SCF Control

Sidelayout

Je

Formler Data Gennemse Vis

Methods To Comply With SCF Controls

O

Secure Controls Framework [SCF]
Control Description

Hje=lp

Methods To Comply With SCF
Controls

Mechanizms exist to perform inventories of technology assets that:
= Bccurately reflects the current systems, applications and services in use;

- ManageEngine AssetExplorer
-LAMNDesk IT Asset Management Suite

Dioes the organization inventor
» Accurately reflects the curren

Azset Aszset Inventories AcT.nz | =15 atthe level of granularity deemed necez=sary for tracking and reporting; - Servicehlow » |5 at the lewel of granularity de
Management = Includes organization-defined information deemed neceszary o achiswe [https:tfwww. serdicencw.comd] » Includes organization-defined
effective property accountability; and - Solarwinds [https:ffwew. solarwinds.comd] | effective property accountabilit
22 = |2 available for revisw and andit by de<sionated aroanizational nersonnel - CreowdStrik e = 1= avzilable bor review and a0
Mlechanizms erist bo update azsetinventories as part of component - CrowdStrike Do thie organization update 2
focat Updates. Diuring installations, remowals and azset upgrades. i._lr.T.HFI:Dnﬁ ation Managerment installations, remowals and ass
Management Installations § AST-021 Databace [C%DB] 9
FRemaovals
23
Automated mechanisms exizt to detect and alert upon the detection of - CimTrak Integrity Suite Does the organization use autc
fiocet Automated unauthorized hardware, software and firmware components. [kttps:ttwww cimoor.comdcimerak.f) detection of unautharized hards
z5e - - i
Management | Unauthorized | AsT-022 - EH'_:F' laaging
Companent Detection chive discowery tools
- MMT Change Tracker
24 [hitn=-twww pepwnettechnalnoies coml
Mechanizms exist to establizh and maintain an authoritative source and -ITIL - Configuration Management Does the organization prevent
repositony bo provide a trusted source and accountability for approved and Databaze [CMOE] other azset inventaries?
Azzet Companent AcT-nz3 |iMplemented system components that prevents azsets from being duplicated| - Manual or automated process
Management | Duplication Avoidance " lin ather asset inwentories.
25
Mechanizms exist to document and govern instances of approved - CimTrak Integrity Suite Does the organization docume
dewiations from established baseline configurations. [https:tfwww. cimoor.comizimerak) from established baseline conf
Asset Approved Bazeline AST-024 - MMT Change Tracker
Management | Oeviations ' [Wttps:Hww newnettechnologies.com)
26 - Tripwire Enterprize
[httns-ddwane Frinwire comdntodictserinwirs-
Automated mechanisms exizt to employ Metwork, Aceess Contral [MAC), or |- Cisco MAC Dioes the organization emplay |
a similar technology, that is capable of detecting unauthorized devices and - Aruba Metwork.s technology, that is capable of d
Aszzet Mletwark. Access AcT.nz 5 |disable netwark access to thase unauthorized devices. - Juniper MAC network, access o those unaut
Management | Control [MALC) ) -Packet Fence
- Symantes NAC
27 - Sonhos BIAC
Mlechanizms erist bo enable Oynamic Host Configuration Protocol [OHCP) |- Splunk. Dioes the organization enable C
Dynamic Hozt serder [ogging to improwve asset inventories and assistin detecting unknown | - Manual Process serder [ogging ko improve asse
Azset Canfiguration sustems. - Build Automation Tools sustemns?

ACT e

https://www.securecontrolsframework.com
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summary
tion

rview

B &} O EJ https:/fowasp.org/www-project-secure-headers/

T Requirements
{rvers

E Fieq“irements NIST SpeCIal Publication 800-52 Please support the OWASP mission to improve software security through open source initiatives an
lents L]

stocol Version ReVlSlO[l 2

rt

ant Keys and ®DLUHSR PROJECTS CHAPTERS EVENTS ABOUT Search OWAS
cates

Guidelines for the Selection, OWASP S Headers Project
5 Extension . ecure Hneadaders rrojec
il Configuration, and Use of Transport .

Ry . . Main ” Response Headers H Compatibility Matrix || Technical Resources H Top Websites Examples
I Layer Security (TLS) Implementations  |ses:pracices | miscetancous || case sues |

mpression o C QO 8 hty s://bettercrypto.org H ® I

ds N

;Z;:?igﬂzl Apphed Crypto Hardening . . ck_walidity_of_all_external_links passing

A— Acronyms preface Ap pl led C rypto H d rd enl ng bette rcrypto 40 rg  Headers Project (also called OSHP) describes HTTP response headers that your

B— Interpreting L In[rOdUFt'on Wolfgang Breyha, David Durvaux, Tobias Dussa, L. Aaron Kaplan, Florian Mendel, Christian Mock, Manuel Koschuch {5 jncrease the security of your application. Once set, these HTTP response headers can
e 1. Audience Kriegisch, Ulrich Poschl, Ramin Sabet, Berg San, Ralf Schlatterbeck, Thomas Schreck, Alexander Wiirstlein, Aaron Za L . i

=tz iEes 2. Related publications Zawodsky wsers from running into easily preventable vulnerabilities. The OWASP Secure Headers

3. How to read this guide —Version 1.x, 2018-12-21 | The Asciidoc Edition aise awareness and use of these headers.

D— RSA Key 4. Disclaimer

4.1, Scope well-known and also despised. Seeking a balance between usability and security, developers

5. Methods P r-ef ace ality through the headers that can make applications more versatile or secure. But in practice
Il: Best Practice

6. Webservers Do not talk unencrypted
6.1. Apache

il EYllb HA YEKY,
6.4. Cherokee B TAK“E ﬂH"
e NOACAYUIMBAKT CTEI
7.1. OpensSSH HEAAAEKO OT BONTOE
7.2. Cisco ASA M cn"ETHM
N0 WIMEH

7.3. Cisco 10S
Mailservers

o]

8.1. TLS usage in mail server
protocols

8.2. Recommended \ %
configuration

https://bettercrypto.org/, https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-52r2.pdf
and https://owasp.org/www-project-secure-headers/
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:=  READMEmd

Ultimate DevSecOps librarv

Tooling

contribution rules Pre-commit time tools

In this section you can find lifecycle helpers, precommit hook tools and threat modeling tools. Threat modeling tools
are specific category by themselves allowing you to simulate and discover patential gaps before you start to develop

If you want to contribute to this library of knowle the software or during the process

vimns mee mddline fnllaing thas ot af eolae. Modern DevSecOps tools allow using Threat modeling as code or generation of threat models based on the existing
cade annotations.

Name URL Description Meta

github.com/awslabs/git AWS lLabs tool preventing you from

git-secrets [}
committing secrets to a git repository
https://github.comtillson/git
githound | g Searchers secrets in git o
gosDL ttpsi/fgithub.comyslackhq/goSDL  Security Development Lifecycle checklist | RN

hitos:/faithub.com

https://github.com/sottimarek/DevSecOps

analysis tools

This repesitory lists static analysis tools for all programming languages, build tools, config f\|PCﬂﬁnd more.
The official website, analysis-tools.dev is based on this repository and adds rankings, user ¢
resources like videos for each tool.

« Embedded

« Embedded Ruby [aka. ERE, eRluby)

https://github.com/analysis-tools-dev/static-analysis

A 5| [ A s
O

.
JFrog Artifactory y v ag 10S

Developer Secrets C1/CD Server QA/Staging Production Monitoring
Management

e’clipse a

Bitbucket

Pre-commit * Token based * Static Application Dynamic Compliance as * Alerting and
Hooks seoret Sacurity Application Code monitor the
* IDE Plugins management Testing(SAST) Security Security inlaaC dep\oved'
i service - Testing[DAST) instance for
tinters sl Vulnerabily Valnerability
Analysis(SCA) i OWASP Top 10
Manual
Pentesting

Vulnerability
Management

Business Logie
Flaws

Source : NotSoSecure

https://notsosecure.com/achieving-devsecops-open-source-tools

(&) 086 https://docs.gitlab.com/ee/user/application_secu

Set up your organization >

Organize work with

projects

Plan and track work >
Build your application >

Secure your application

y

Static Application Security Testing (SAST)

ALL TIERS

All open source (OSS) analyzers were n

Security Configuration L (pack s) / framework Scan tool Intreduced in GitLa

Container Scanning

® The whitepaper "A Seismic S/

Iy
Dependency > application based. Downloac NET Core Security Code Scan £ 1.0
Scanning
Static Application
Security Testing - If you're using GitLab CI/CD, you ca .NET Framework Security Code Scan = 13.0
SAST Analyzers for known vulnerabilities. You can ru

reports as job artifacts.

Infrastructure as Code Apex (Salesforce) pvD 121
(1aC) Scannina
C Semgrep = 14.2
C/C++ Flawfinder (' 107

https://docs.gitlab.com/ee/user/application_security/sast/

@DLUHSF{ PROJECTS CHAPTERS EVENTS ABOUT

S —

Note

Source Code Analysis Tools

Contributor(s): Dave Wichers, itamarlavender. will-obrien, Eitan Worcel. Prabhu Subramanian. kingi‘NET' G, VB.net

REST API security platform that includes

42Crunch Commer Security Audit (SAST), dynamic
fune cial conformance scan, runtime protection,
and monitoring.
Open N
A ASP, ASPNET, G, Java, Javascript,

https://owasp.org/www-community/Source_Code_Analysis_Tools

Please support OWASP mission to improve software security through o

@DLUHSD‘ PROJECTS CHAPTERS EVENTS ABOUT Search OWAS

Vulnerability Scanning Tools

Description

Web Application Vulnerability Scanners are automated tools that scan web applications, normally from the
outside, to look for security vulnerabilities such as Cross-site scripting, SQL Injection, Command Injection, Path
Traversal and insecure server configuration. This category of tools is frequently referred to as Dynamic

Annlicafinn Secinrity Testina (NAST) Tanle A larae niimher of hath commereial and anen eniiree tanle nf thia

https://owasp.org/www-community/Vulnerability_Scanning_Tools 1@4



The question isn't “Is activity X useful?”
but rather “Is activity X a better use of
time than activity Y?~

Adam Shostack
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A CRYPTO NERD'S|

IMASINATION « |

HIS LAPTOPS ENCRYPTED.
LETS BUILD A MILLION-DOLLAR,
ELUHER To CRACK '\ T.

NO GOOD! TS
U056 -BIT R‘EH"

E‘JIL F'LHN
16 FOILED! ™~

WHAT WoULD I

ACTUALLY HAPPEN: |

H'S LAPTOP'S ENCRYPTED.
DRUG HIM AND HIT HIM WITH

THIS $5 WRENCH UNTIL
HE TELlS US THE PASSWORD.

G-OT IT,

@W

Source:https://xkcd.com/538/
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Why do we have brakes in the car?



Why do we have brakes in the car?

to go faster!
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